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Abstract: the information war of Ukraine against Russia, at the moment of

its beginning, the current impact, the changes and consequences have been studied.
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Russia has long been considered perhaps the strongest player in information
wars. Over the past decade, Russian propaganda has managed to conduct several
successful operations to destabilize the situation in the West - among the most

successful ones is clearly the interference in the US presidential election in 2016.

So, it is necessary to understand what the information war between Ukraine

and Russia is:

Russian-Ukrainian information war is a set of measures constantly carried
out by governmental and non-governmental organizations of Russia and Ukraine in
the information space of Ukraine, Russia, other countries and international
organizations aimed at gaining strategic and political advantages by demoralizing or
misleading the enemy and countering the other side in the global confrontation
between Russia and Ukraine, as well as the confrontation between Russia and the
"Western world". It has begun in times of the collapse of the USSR and is still going
on to this day as an essential ideological component of the modern Russian-

Ukrainian war. [1]



The main principles of the information war, which began an active phase on
February 24, 2022 are:

» While Ukrainian cyber troops are working, Russian sites are resting.
* Troops are not just an IT army of programmers or marketers.

* This is the "Creative Forces of Ukraine" in the Telegram, which work with

fakes.

 And the Instagram detachment of girls who posted cats on social networks

a few days ago and are now blocking the pages of Russian propagandists.

Anyone can join the ranks of the IT army, no one there demands certificates
and measure professional suitability. To do this, just join the Telegram channel “IT
ARMY of Ukraine”, there are daily tasks of varying complexity, for people of

different specialties.

For example, for psychologist VValery Androsov. He has past experience in

IT and does not know from textbooks what a DDOS attack is.

“All IT fellow soldiers are engaged in such DDOS attacks, that is to attack
enemy sites with a huge amount of data”, Valery Androsov says. “ In fact, it is very
similar to gypsies who flock to you, overwhelm you with noise and information, and
you just hang out, stand in a stupor and give money (sorry, all respectable and

patriotic Roma, for such an example)”.

According to the psychologist, here is the same principle, that is, from a huge
number of places comes a huge amount of data, the server does not have time to

process them and just goes to bed. Everything to the primitive is simple and clear.

“To take part in the DDOS attack, you need to enter a certain program,
depending on what you are working on”, Valery says. “Because there are tools for
programmers, they are a bit more complicated, but the tasks and the result are
greater. There are tools for ordinary people who just need to go to the site, press a

few buttons, and thus help put some hostile information resource. But due to the fact



that many people come there to join the cyber war, such "light" sites go down by

themselves, that is, it is not the most reliable thing”.

| also have experience in DDOS attacks, and in order to create a community
of people who can help the country in this, | organized a group of students fromthe

Kyiv National University of Trade and Economics and all those who want to help.

We directly blocked pages on various social networks: Youtube videos with
military positions and propaganda (Fig. 1), Telegram channels, posts on Instagram,

Facebook and organized DDOS attacks on sites of military and political significance

(Fig. 2).
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Fig. 1 Example of videos that have been blocked

Russia MUST BE STOPPED! Help Ukraine WIN!

= What is this website does? / se Y7o nenaer 1ot caitr? / ™ [lng 4oro uei cair?

= Yeara: ueii caiiT 3anyckaTi nvwe is ctanosnexnm VPN (subepits y Hbomty Pociio ax kpainy!) y Gpay3sepi
Google Chrome Ta 3 ysimxxesm nnarinom CORS Unblock. Inaxwe, caitt Gyae npawosatk sxonocry!
Aeranska iMcTRyxuis!
= Attention: run this site only with a VPN installed (use Russia for VPN's country!) and Google Chrome browser
with CORS Unblock plug-in enabled. Otherwise, the site will not work as it should!

tailed instructions!

781 sent, 362 @rors - https:/ftass.ru/

283 sent, 0 errfirs - https://www.vbr.ru/

Jmak

313 sent, 0 errrs -
265 sent, 0 erfrs - https://www.rshb.ru

360 sent, 0 erfirs - https://www.psbank.ru/

280 sent, 0 errirs - https://aversbank.ru/

335 sent, 335 frrors - https://www.gazprombank.ru

298 sent, 0 erfrs - https:/jwww.akbars.ru/

295 sent, 0 errfirs - https://www.aton.ru/

Fig.2 Links to sites and resources we used for attacks and block



What exactly is a DDOS attack?

A denial of service attack, DoS, is an attempt to cause harm by making the
target system (such as a website or application) inaccessible to end users. To do this,
attackers typically generate an insane number of packets or requests that the system

cannot handle and becomes inaccessible to "normal calls.

Hackers use multiple hacked and controlled sources (computers,
smartphones, tablets) to carry out a distributed denial-of-service (DDoS) attack. This
technique can be scattered around the world. It is virtually impossible to track the
"main” computers from which attackers give orders to start or stop an attack. For
example, in the case of Oschadbank, the system was torpedoed by about a million

requests per second. In Privatbank the number of attacks is much bigger. [2]

The cyber army has its own front and the struggle against the strong
advantage of Ukrainians continues on it. Creating chaos disorients the enemy and

disrupts his logistics centers and networks.

| must say that the power of the centralized Russian military machine has in
fact proved itself greatly exaggerated. The enemy has significant problems with

information security, probably due to the usual negligence and corruption.
There are currently several areas on the cyber front.
These include:

« DDOS-attacks of Russian sites that slow down or disable the work of sites

(government, banking institutions, media, information portals, etc.),
* sending letters,
* active presence in social networks.

In addition, there is a famous group of hackers Anonymous, who hack all
sorts of databases to obtain important and valuable information, gain access to

information sources, which allows us to transmit our information through them.



Anyone can join this fight, even without IT experience: there is a special chat in the
telegram with instructions. It is impossible to find traces of Ukrainian cyber warriors,

because all these attacks go through virtual networks.

As the Russian Federation denies the large number of dead and captured
soldiers, and the sites that published information about it are being blocked en masse.
The Ukrainians decided to convey this information to the occupiers by all means.

Interview with a member of this front:

"l am just posting on Instagram and Facebook with the tags of those cities
about which there is information that a military unit came from there. And now I'm
still looking for forums where the mothers of Russian soldiers discuss the service. |
also add comments on Google maps, to institutions. | am looking for the cities from
which | am a prisoner. There are already calls on Instagram for those who are looking

for their lost. To find or not to find - | do not know. "[3]

The information front during the war directly serves the fighting. That is, the
country uses various tools to help itself in battle. Continuing the analogy between
kinetic and information wars, imagine that territory can be compared to attention.
That is, they are fighting and gaining attention in the information war. As a territory,
it can be retained or reconquered. There are many ways to conquer territory in a
Kinetic war: to go on the offensive with artillery, to take the city in a ring or to land

a landing party. Attentively similar.

So in this analogy, fakes are soldiers of the information army. They have a
clear task. There are many of them in comparison with, say, technology. Russia's
information and military tactics are very similar. They stamp fakes in packs, just as
they send their soldiers to fight. In old and worn-out uniforms, without normal
supplies. What is the story about a Russian lieutenant colonel who was taken
prisoner in the pants [4] of the Ukrainian army. Inadequate fakes are sent by
detachments to the Ukrainian infospace, and if they return - that is, do not receive
enough attention - they are sent back into battle. There are fakes that are thrown over



the years over and over again. The Russians do not feel sorry for the infantry, as well
as with the fakes. Always ready to send more. At the same level there are

manipulations, speculations and other misfortunes.

Above the fakes are messages, clear and understandable messages. They are
like rockets, they are released for a specific purpose. Messages can be true,
manipulative or completely false. This is their danger, because if everything is quite
clear with the fake, then with the message it is not. The message consists of fakes,
that is, Russia uses fakes, half-truths and manipulations to fill the message, to shape
it. They are much smaller than fakes, because resources are needed to form and
promote a message. There can be several messages and sometimes they even
contradict each other. For example, since the beginning of the full-scale invasion,
Russian propaganda has been spreading the following messages: "Ukraine was
preparing to attack Belarus™, "Ukraine was preparing to attack Crimea", "Ukraine
was preparing to attack Transnistria”. At the same time, Russia is constantly
repeating the message about the "weakness of the Ukrainian army". What does not
prevent the Russians, when it is beneficial to them, to say that they are opposed by

a strong and numerous "American-trained" opponent.

In healthy strategic communication, messages should not contradict each
other, but in the world of Russian information influences, everything is different.
Because Russia's task is often to confuse the audience, to confuse it so much that its
coordinate system is completely lost. In other words, Russia does not necessarily
want to force Ukrainians to believe in something; on the contrary, it often tries to

undermine trust and say that no one can be trusted.

The collection of messages is combined into a narrative. Such a story, a story
that explains the world around. The task of narratives is to form a certain worldview.
The narrative is the most strategically important, because the messages can be
modified, and the narrative is a constant story. Time and resources are needed to
form a narrative qualitatively. Russia's most popular narrative about Ukraine is the

assertion of an "insolvent state." The messages that fill this narrative are about



history, corruption, culture, economics, and so on. That is, anything that can be used

to confirm the narrative.

Another central narrative is the assertion of "Ukrainian Nazis". Russia uses
this worldview as one of the grounds for a full-scale invasion of Ukraine. Moreover,
to feed this narrative, the Kremlin continues to talk about the denazification of
Ukraine as one of the demands of peace agreements. This narrative is also filled with
various messages concerning both Ukrainian history and the present. In particular,
"Ukraine is ruled by Nazis", "Ukraine has forgotten about the victory over Nazism",
"the UPA is Hitler's collaborators" or that the slogan "Glory to Ukraine!" Is a tracing

of the Nazi slogan "Heil Hitler!". This list is endless.

So, there is a narrative that consists of messages that feed on fakes,

manipulations and speculations.

This is the pyramid of information warfare:

You can easily identify Russian fakes, but at the same time succumb to
certain messages of Russian misinformation or generally believe in the narrative. It
Is also important to remember that informational and psychological influence is
always carried out in order to change behavior. That is, each fake, provocation or
speculation in its entirety must push to action. For example, to vote for a particular



party in the election, to go or not to protest. There are many tools in the arsenal of
the Russian propaganda machine: from "active events" on the ground to bots on
social networks. That is, the tools may be different, but the meanings of
informational influence are always built on the principle of "narrative - messages -

fakes, manipulation, speculation."”

- Groups that before the war were imprisoned for something completely
different, are now actively fighting against fakes, mostly Instagram, - says Victoria.
- For example, we have a small victory - Mykola Baskov's post is already officially
called - "false information™. He has already created a new profile where he writes
that he was blocked by the Ukrainian authorities, but the comments under his post
are laughable - there the girls write: "Kolya, don't worry, it's not the government, it's
us." [5]

What helps Ukrainians to actively wage an information war?

First, it is the active actions of the Ukrainian authorities. VVolodymyr
Zelensky quickly became one of the symbols of the Ukrainian struggle, and his
appeals are constantly aimed at supporting the fighting spirit of both the army and

the entire Ukrainian people.

Minister of Digital Transformation Mikhail Fedorov is also actively working
with thousands of international companies, providing them with truthful information
and clearly explaining that any cooperation with Russia is toxic. The results of this
work are enormous: hundreds of large companies have left the Russian market to
allocate funds to support Ukrainian refugees. And the employees of these companies

will learn the truth about the war in Ukraine.

The Ukrainian army is also promptly updating a huge amount of information
- from the loss of the enemy to calls not to publish the exact addresses of enemy

shells.

Secondly, it is the Ukrainian cyber army. Telegram has launched several

channels that organize a digital resistance that opposes Russian propaganda and



coordinates cyberattacks against Russian media in an attempt to bring the truth to

the international community.

Eliot Higgins, one of the founders of the Bellingcat project, says that for the
first time in a long time, it is the disinformation fighters who win the information

war, not the disseminators.

Third, these are Ukrainian programmers who have been attacking Russian
media sites, banks and government agencies since the first days of the war, and

creating various sites to help volunteers and refugees from Ukraine.
The IT army is destroying everything in its path:
« IT specialists put up the Russian website of the State Service for 1 minute

» The Moscow Stock Exchange fell in 5 minutes. Sberbank and BestChange

managed to do the same

« Websites of the FSB, Roskomnadzor, the President of the Russian
Federation, the Government of the Russian Federation, the State Duma, the

Federation Council and a number of others fell

* The website of the National Bank of Belarus is adjacent, as dozens of other

strategic websites are

« The sites of the largest Russian media have been hacked: TASS,

"Kommersant" and "Fontanka"
* The site of the occupiers with a propaganda merch was blocked

» Finally, the truth about the war in Ukraine was seen and heard on digital

television in Russia.

Conclusions: So, the key to winning the information war in the era of social
media is to understand that the audience is not only its target, but also its participant.

Unity and the desire to share the necessary messages with the whole world became



the most important weapon, which led to the fact that Ukraine completely defeated

Russia on the information front.

It can be argued that during the information war the enemy can manipulate
consciousness for large-scale expansion and threaten Ukraine's national security.
Therefore, adequate information counteraction is needed. The main strategy is to

show how we want to see the new Ukraine.
References:

1. POCIMCBKO-YKPATHCHKA IHOOPMALIMHA BIMHA
[Enextponnuii pecypc] — Pexxum noctyny ao pecypey: http://surl.li/cejgz .

2. DDOS- TA IHOOPMATAKU: YPOKU JJ1d YKPAIHU, YKPATHIIIB
TA BAHKIB [Enextponnnii pecypc] /2022 — Pexxum J0CTyITy 10 pecypcey:
https://www.ukrinform.ua/rubric-economy/3406448-ddos-ta-informataki-uroki-

dla-ukraini-ukrainciv-ta-bankiv.html

3. IT-apmis He BOUBae, ane poouts 6omsye. [ Enexrponnuii pecype] /2022 —
Pesxxum noctymy 1o pecypcy: https://vn.20minut.ua/Podii/it-armiya-ne-vbivae-ale-
robit-bolyache-11528834.html

4. YKPATHCBKA TTPABJIA [Enextponnuii pecypc] / — 2022. —Pexum
JocTymy A0 pecypcey: https://www.pravda.com.ua/news/2022/03/22/7333529/

5. DDOS-ataku, GoTo MOJOHEHUX: K YKpATHIIl aTaKylOTh BOpOra
Ha ki0epdponTi [ Enexrponnnii pecypce] / — 2022. — Pesxxum noctymy 10 pecypcey:
https://vchasnoua.com/donbass/71793-ddos-ataki-foto-polonenikh-yak-ukrajintsi-

atakuyut-voroga-na-kiberfronti


http://surl.li/cejgz
https://www.ukrinform.ua/rubric-economy/3406448-ddos-ta-informataki-uroki-dla-ukraini-ukrainciv-ta-bankiv.html
https://www.ukrinform.ua/rubric-economy/3406448-ddos-ta-informataki-uroki-dla-ukraini-ukrainciv-ta-bankiv.html
https://www.ukrinform.ua/rubric-economy/3406448-ddos-ta-informataki-uroki-dla-ukraini-ukrainciv-ta-bankiv.html
https://www.ukrinform.ua/rubric-economy/3406448-ddos-ta-informataki-uroki-dla-ukraini-ukrainciv-ta-bankiv.html
https://vn.20minut.ua/Podii/it-armiya-ne-vbivae-ale-robit-bolyache-11528834.html
https://vn.20minut.ua/Podii/it-armiya-ne-vbivae-ale-robit-bolyache-11528834.html
https://vn.20minut.ua/Podii/it-armiya-ne-vbivae-ale-robit-bolyache-11528834.html
https://www.pravda.com.ua/news/2022/03/22/7333529/
https://vchasnoua.com/donbass/71793-ddos-ataki-foto-polonenikh-yak-ukrajintsi-atakuyut-voroga-na-kiberfronti
https://vchasnoua.com/donbass/71793-ddos-ataki-foto-polonenikh-yak-ukrajintsi-atakuyut-voroga-na-kiberfronti
https://vchasnoua.com/donbass/71793-ddos-ataki-foto-polonenikh-yak-ukrajintsi-atakuyut-voroga-na-kiberfronti

Bbyovonnuii M. A.,
3000y8ay 0C8IMHbO20 CMYNeHs «DaKanaspy cneyiantbHoCmi
«Komn tomepni naykuy
Gaxynememy ingpopmayivinux mexnonozit 2 kypcy 6 epynu
epotcasnuii mopeoeenbHo-eKOHOMIUHUUL YHIBepcUmem
m. Kuis, Ykpaina
THOOPMAIIHI BIHHA: TIPOBJEMATHUKA TA HACJIJIKH

[Hdopmartiitny BiiiHY sIK TepMiH chOpMYBaB aMEPUKAHCHKUIN AOCTITHUK M.
MakiyeH: «ICTHHHO TOTajnbHa BiifHAa — 1€ BifiHA 3a JOMOMOIOI0 1H(pOopMarii».
Maetbcs Ha yBa3si, 10 Ta ) 00poThda 3a KamiTajl, IpoCcTOpH 30yTy Ta 1HIII PECypCH
9y iAei BIAXOASITh HA APYTUH TUIaH, TOJOBHUM IIOCTA€ AOCTYII 10 1HGOPMAIlIHHUX
pecypciB, 3HaHb. L{e mpuU3BOAUTH 10 TOTO, 1110 CyYacH1 BiifHU BCE YaCTIllIe BEAYThCS
HAa TaK 3BAaHOMY «HEBHUIAMUMOMY» (poHTI, B 1HPOpPMaLIHOMY MPOCTOPI 3a

JIOTIOMOT 010 1H(OpMAaIIMHUX K€ BUAIB 030POECHHS.

[ndopmariiitna BifiHa, TOOTO BiifHa 3a JOMOMOTOIO TMOTOKIB 1H(OpMaIlii,
orucyeThes 11e B bioumii, e 3ramano nepconaxa Ha iM’ s ['eneoH, sikuii mij] yac BOEH
MOCTIHHO BJAaBaBCs 10 3aliIKyBaHHS Bopora. OJHOro paszy HOro «oreparis»
mpu3Besia 0 TOTO, 10 MOro CYNPOTUBHUK 3JISKABCS HACTUIHKH, 110 3aBJaB YIapy

10 CBOIM JK€ BIHICHKaM.

[Ipote Haiib1IbIIOr0 3HaUEHHA 1H(POpMaIiiiHi BiitHN HaOyu B XX CT., KOJIA
CTaJII MAaCOBUMH T'a3€TH, aKTUBHO MOYAJIM BUKOPUCTOBYBATUCH TeJICOAUCHHS, PaIio
Ta 1HIN BHUIY 3B’S3Ky, IO 3pOOUIIO0 MOXKIJIMBHM TOIIMPEHHS BEIUKHUX OJIOKIB

iHbopMarlii Ha BEJIMKI BiICTaHI Ta MiXK YUCIICHHUMH JIIOAbMH. [1]

Bxe B 20-x pokax XX cT. KpaiHH MOYaay BUKOPUCTOBYBATH HOBI 3aCO0M
1H(popMmarlii abu mpocyBaTH CBOI 1€, 11€0JI0T110, MOJITUYHI MOTJISIU TOIIO B MacH

(sIK HA CBOIX CITIBIPOMAJISTH, TaK 1 HA UyKHUX).



Mertoro iH(DopmaliiiHOT BifHM BBaXKalOThb HaMaraHHS OJHIET CTOPOHU
MOTIPIIUTH MOpajbHI Ta MaTepiajibHI CHJIM Ta MOJHBOCTI CYNPOTHUBHHKA a00
OMIOHEHTA/KOHKYPEHTA Ta MOCWINTH BiacHi. Lleil By BiliHU mepemdadae MHMpoOKe
BUKOPHCTAHHS MMPOTIAraHIMuCTCHKOTO BIUTMBY HA CBIAOMICTb JIFOJICH B 11€0IOTIUHUX
Ta EMOLIMHUX rajy3sx, 4acTillle BChOrO B PI3HOMaHITHUX (opmax, abu 30UTH
IITLOBOTO TJIA/IaYa 3 MAHTEIUKY 1 HE JaTH HOMY 3PO3YMITH, IO BiH JHBUTHCS

OaHaJIbHY IIpoIarasHay, a He SIKHICh TUCKYPC.

[HdopmariiitHa BiifHa HE IPU3BOAUTH JO OE3MOCEPEAHBOTO KPOBOIPOIUTTS
Yy pyHHYBaHb, HE MO30aBis€ JIOACH Jaxy HaJ TOJIOBOIO, IO 1 € TOJIOBHOIO
npobiemoro iHpopMaliiHUX BiitH. Bce ToMy, 1110 B Hami yac iH(opMaliiiHa BiiiHa

€ YaCTHUHOIO O1JIBII CTPAIITHOO 32 CBOEKO CYTTIO BITHOIO — TOPHIHOI.

Bxe riOpuana BiiiHa Ma€ sSIK 03HaKHW 1HQOPMAIIAHOI, TaK 1 peanbHOi BiiHH,
1H(}OopMaIliiiHa &K «TOTy€e» JIFOJIEH JI0 TOro, 10 MOYHETHCS 3T0/I0M, IO 1 BUKJIMKAE B

MUCIISTYUX JTIOJIeH OUTbIIEe BChOTO OCTPaXiB Ta XBUIIOBAHb.

B Toi1 ke yac, He MOKHA HEJIOOIIHIOBATH T1 pyHHYBaHHS, sIK1 1HQOpMaIliiiHi
BIMfHU 3aBJIalOTh CYCIIUIBHIN TICHXOJIOTII Ta TCHUXOJIOTii OKpeMoi JroauHu. [HOII
MICUXOJIOT1YHI BIUIMBH € HA0arato ceprio3HIIIMMU 3a Ti, K1 JIOAUHA MOXKE BITUYTH
i yac 0e3mocepeIHhOro BIMCHKOBOTO KOH(IIIKTY, X04a, 3HOBY >K-TaKH, HE CIiJ

3a0yBaTu Npo riOpuaHy BiliHY.[2]

Uum CcycnijbCTBO € PO3BUHEHINIMM Ta OCYYaCHEHHUM, THUM OUIbIIIE BOHO
3QJICKUTH BiA 1HGOpMaIi Ta BIJ TH JKEped, 3a JOMOMOTOI SKHX BOHO IO
iHpopmartito 1 orpumye. Ile MokHa Ha3BaTH 1 OJIATOCIOBEHHSIM 1 MPOKJISATTAM
BoJHOYAC. YuM JII0JIMHA CydacHilla, TUM OUIbIIE 1 TUM SIKICHIIIE BOHA MUCIIUT,
MPOTE B TOM e 4yac 1 OUIBII Bpa3IUBIIIO BUSBISETHCS NEepe]] BILIMBOM Ta HaBITh
MaHIITyJTFOBAHHSIM BOPOXKHX CUCTEM. [HTEpHET — 11€ BChOTO JIUIIIE BEPIITUHA CBITOBOI
1H(pOopMaIliiHOT KOHCTPYKIIil, BeplIMHA aiicOepra, 10 BOAHOYAC € 1 JXKEPEIoM
iH(dopmartii, 1 JpKepesoM mpobiieM, mpo ki Bu Mmokere 1 He 3HAWTH, MPOTE BETUKA

AMOBIpPHICTb, 1110 BOHU 3HaWIyTh Bac cami.



ToO6To0, ros0BHA Ta MepiIoYeproBa MeTa iHGOpMaIiHHOT BIITHH —HOLUIUPUTH
iH(opMaIIiitHl TOTOKK CYyIPOTUBHHKA Ta 3aMIHUTH IMMOBHICTIO a00 9YaCTKOBO CBOIMH,
3pOOUBIIIN KOPHUCTYBAYiB, IO 1110 1H(HOPMAILIIIO CIIOKHUBAIOTh, CBOIMU «KIJIIEHTAMU,
HICJsT YOro MPOAOBXKYBATH iX «0OpoOIIOBaTH» JOTH, JOKH HE Oyae JAOCATHEHHI

HEOOX1THUI pe3ybTarT.

Hacninkamu x iHpopMariiitHoi BiiHM MOKHA Ha3BaTH MOYYTTS MOCTIHHOI
TPUBOXKHOCTI, IK MIHIMYM, 1 HEOE3MEKH SIK MAKCUMYM, aJ)K€ TH HE 3HA€II HAIlEBHE
YU IpaBAUBY 1H(GOPMALIIIO T YUTAELI, UM JI1ICHO TBOS JyMKa chopmoBaHa TOOOIO,
gy 11 3a Tebe 4eMHO Ta 00epekHO ChOpPMYIIOBANIM, MICIAS YOro TH CTaB il

0e3nocepeIHIM HOCIEM.

[HdopmariiiHa BifiHAa HUHI € TaK 3BaHOI0 HEOrOJIOUIYBAaHOKO BIWHOIO,
BIMHOIO, SIKa MOY€ TOUYUTHUCH ACCSATUIITTAMH, pyHHYIOUN TOM YU 1HIIMN CErMEHT

1H(pOpMAaIITHOTO IPOCTOPY HE JIUIIE OKPEMOI JIEP>KaBH, a i CBITOBOI'O COLIIyMY.

[ndopmariiitHa BiifHa B HaII Yac cTaja JUIIE BICHUKOM BIHHU CIPaBKHbBOI,
KOPCTOKOI Ta KpPOBOIPOJUTHOI, SIKi mepenyBajia riOpuaHa BiiiHA, 1€ CTalH
3aIITHUMH SIK METOJIM «CTapOi» TaK 1 «KHOBO1» MIKOJIH. JIF0ICTBO 31TKHYJIOCHh 3 HOBUM
JI0 IIOTO HE OaYeHUM SIBUIIEM — BIMHOIO, SIKY HE BUJIHO HEO30pPOEHUM OKOM, 1 HaM
nie noTpioHo Oyze sIK CIiJ BUBUUTU BCl MOKIIMBI PO3B’A3KH, BCl MOKJIMBI apeHU
OOMOBHUX MiHl, HA SIKUX MOXXKHA BJIAIITYBAaTH 1 CBOIO 1H(GOPMAIIIITHO BUCTaBY, aJiKe

HalIE CTOJITTS — CTOJNITTS PO3BUTKY, CTOMITTS 1H(GOpMAILii, CTONITTS 3MIH. ..
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INFORMATION WARS AS A MODERN PHENOMENON

Abstract: The article addresses the issues of information warfare, focusing
on informational and psychological operations. What is the information war, when

does it appear, and its causes?
Keywords: information war, information influence, counteraction

Problem statement: studying the question of what is information warfare, its

development and its causes.

Purpose: there is an analysis of the manifestations of information warfare as

a modern global phenomenon.

The term “Information War" means: "measures taken to gain an
informational advantage over the enemy by taking means to influence his
information, processes based on information processing and computer networks
while protecting their information, processes based on information processing,

information systems and computer networks ".

The experience of recent armed conflicts shows that one of the most
important mechanisms of war is not only changes in military affairs, but also the

information revolution, which is now undergoing a stage of formation.

The first operational information warfare experience, as one of the complex

military confrontations, was initiated in the 1991 Gulf War. The success of the use



of information weapons not only encouraged the United States to understand the role
of the information struggle, but also set an example to other nations of how to use
and conduct it [1].

An example of its large-scale use is the information war waged by Russia

against Ukraine.

Psychological influence on the opponent is an ancient mechanism of

influence on the opponent.

Manipulation of people's consciousness as a form of influencing them to
control them has been and remains an effective means of political and legal struggle.

This kind of power potential has been used since ancient times.

The spread of information warfare in recent times intensified during the Cold
War. It included two levels of "combat™: visible and invisible. The obvious way to
use tools that may not have been visible to the general public, but everyone knew
about them. These include intelligence, international confrontation and, ultimately,
ideological confrontation. Implicit - was the use of information and psychological
technology to influence the mass consciousness, it performed the function of

supporting the main, to some extent, official actions.

False information is the basis of such a war. Quite often, under the guise of
a great goal - patriotism, protection of indigenous peoples, protection of human

rights and freedoms, the fight against terrorism, etc., there is military aggression.

The annexation of Crimea and the military conflict in the East of our state
are a consequence of the purposeful influence of the information war. According to
official data, there have been 5,000 cases of Russian disinformation since 2015, of

which about 2,000 concerned Ukraine.

Modern scholars point out that information warfare is a term that has two
meanings: first, the impact on the civilian population and/or the military of another

state by disseminating certain information.



From a military point of view, war is traditionally about destroying or
weakening the enemy's physical resources. Instead, the aim of information warfare
in military terms would be to attack the enemy's resources and infrastructure, a so-
called «soft attack» that does not produce immediate results and is not always

visible.

The information war has become one of the most dangerous weapons today.
Using compromising material, pouring dirt, throwing false information and trying to

mislead with the help of information have become the meaning of life for many.

Information has an impact on the masses. With the successful manipulation
of the masses' consciousness, it is possible to achieve almost any goal: to destroy the

opponent, remove competitors from the road or start a war[2].

Against the background of recent events in Ukraine, it is clear that the main

struggle between political forces is through information.

The American researcher McLuhan said an interesting thesis: "A truly total

war is a war with the help of information."

The purpose of information warfare is to weaken the moral and material
forces of the enemy and to strengthen one's own. It provides for measures of
propaganda influence on human consciousness in the ideological and emotional

spheres.

Information warfare considers information as a separate object or as a
potential weapon and a profitable target. Information warfare can be seen as a

qualitatively new type of hostilities, active counteraction in the information space.

The main action of information weapons is the diversion or distortion of

information flows and decision-making processes of the enemy.

Information wars are more often used at the international level. Ukraine and

Russia have been waging such a war for more than a year. Russia constantly



provokes the Ukrainian government with loud statements and simply treats

Ukrainians with contempt in its information materials[3].

The most important, in our opinion, are electronic and psychological wars.
Electronic warfare is influenced by electronic means of communication - radio,

television and computer networks.

Psychological warfare is carried out through propaganda, "brainwashing"

and other methods of information processing of the population.

The topic of information weapons, information influence on society and the
formation of ideological personalities in various spheres of his life is not new,
because many researchers have revealed the basic mechanisms of information
influences. However, they are constantly improving in various directions, and due
to this, there are many new and unaccounted aspects, the study of which aims to

identify them, further development, structuring and dissemination in society.

Information influence is the dissemination of certain ideas, views or
ideologies as a means of a certain policy, its main tool is the media information

(media) and various communications.

Information influence or propaganda is defined as purposeful, systematic

attempts to form perceptions, to manipulate consciousness.

Although influence began its history with the beginning of the history of
society, the first scientific school to specifically study the problem of informational
influence was the American School of Media Studies. This school studied it

primarily on the material of the First World War.

This school, in particular, identified three main types of information

influences:

1. "White" influence. Its main characteristic is that the journalist openly calls

himself and allows to connect the texts with the real source. A striking example of



such information is the statements of the president, the government, and the official

news agency.

2. "Gray" influence. The journalist uses specially created sources to
disseminate materials or promote certain materials in the independent media. An
example of such "gray" information influence can be information disseminated

through non-governmental media, non-governmental organizations, etc.

3. "Black™ influence. The journalist distributes materials on behalf of a third
party, such as an underground organization. The information war against Ukraine is
aimed not only at shaking up the situation inside the country but also at creating a

negative image of Ukraine in the world[3].

This process started in 2005 during the first gas war. At that time, Ukraine
was successfully presented as a dishonest and at least dubious gas transit country,
even though for decades Ukraine never allowed the disruption of natural gas supplies

to Europe, which were (and continue to be)

- the gradual decline of Ukraine's international image to weaken its

geopolitical significance;

- appropriate dosing and distortion of information to destabilize the situation

in the country and implement its policy;
- formation of the stereotype of inferiority and

the secondary nature of Ukrainians, as well as the corresponding destruction

of the feelings of the nation and the people;

- the dominance of the Russian language, culture and traditions to establish

self-identification while displacing the Ukrainian language and culture.

The second part of the great information war came when the war broke out
in 2014. And conditionally the third began on February 24, 2022, when Russia began
to wipe out various cities of Ukraine. Each new video conference of the president of

the enemy consists of 99 percent propaganda and brazen lies. Every day, the



inhabitants of the enemy amaze us even more with how sincerely they believe that

there is no war, as they say, that Ukrainians deserve to die during rocket fire.

Thus, an incredibly powerful information war is being waged against
Ukraine, but the Ukrainian authorities never carry out counter-offensive actions but
are limited to defense. In addition, it is necessary to develop a strategy and tactics of
struggle in the information field and to create a structure that will analyze and collect

the necessary information for the struggle.

e formation of the stereotype of inferiority and the secondary nature of
Ukrainians, as well as the corresponding destruction of the feelings of the nation and
the people;

e the dominance of the Russian language, culture and traditions to
establish self-identification while displacing the Ukrainian language and culture.

The second part of the great information war came when the war broke out
in 2014. And conditionally the third began on February 24, 2022, when Russia began
to wipe out various cities of Ukraine. Each new video conference of the president of
the enemy consists of 99 percent propaganda and brazen lies. Every day, the
inhabitants of the enemy amaze us even more with how sincerely they believe that

there is no war, as they say that Ukrainians deserve to die during rocket fire.

Thus, an incredibly powerful information war is being waged against
Ukraine, but the Ukrainian authorities never carry out counter-offensive actions but
are limited to defense. In addition, it is necessary to develop a strategy and tactics of
struggle in the information field and to create a structure that will analyze and collect

the necessary information for the struggle [2].

Conclusion: Information wars are a special challenge for the modern value
system. Manipulation of information through the psychological impact on the

opponent has historically been a means of warfare.

Technological progress and globalization have affected not only the

dynamics of international relations but also the information space. The latter, in the



end, becomes another factor that affects different levels of human and interstate
relations. Thanks to the global media, billions of people around the world can receive
accurate information, and the main barrier is, first of all, knowledge of a foreign

language and time.

However, in such circumstances, new opportunities for manipulation and
misinformation appear. Strong and rich states or transnational corporations, which
have the appropriate tools and technological base, can implement their policies more
effectively and influence weaker players. These processes are characterized by
secrecy and covert activity, which, in the end, are planned and distributed over time.
This complicates effective protection against such actions, which, in the end -
purposefully, can be weakened through informational and psychological operations.
Lack of public awareness of information warfare will also be one of its fundamental
goals. Particularly high risk of feeling the impact of such measures is characteristic

of the media, their employees and owners.
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3006y8au oceimnb020 cmynens «OaKaia8p» cneyiaibHoCmi
«Kibepbesnexay

Gaxyrememy ingpopmayivnux mexrnonoeit 1 kypcy 11 epynu
Heporcasnuit mopeosenbHO-eKOHOMIYHULL YHIBepcUumem

m. Kuis, Ykpaina
SAK BOPOTHUCHA 3 JESIH®OPMANICIO B COIAJIBHUX
MEPEXAX?

AHoTamisi: JloCHDKEHO METOJM 3axXHUCTy COIllaJbHUX MEpPEeX Bij
NOIIMPEHHS Ae31HpopMalii. BusiBiieHo cTparerii, Kl TONOMOXKYTh 3aXUCTUTH ceOe
BiJl HempaBauBoOi 1HPopMmarlii Ta ¢eikiB. JloBeneHo, 0 TOTPUMYIOUNCH MEBHUX

MpaBUJI MOYKHA 3aXMCTUTH COIIAJIbHI MEepexi BiJl Ae3iH(opmarrii.

KuarwuoBi ciaoBa: nesindopmaitisi, 0oporsba 3 nesiHdopmaiiiero, ¢euk,

COIllaJIbHI MEPEXKI.

B ymoBax BiiiHu P® mpotu Hamoi aepxaBu yKpaiHILl CTUKAIOTHCA 3

ne3indopmartiiero, iHOOPMALITHUMU aTaKaMH, 371aMOM aKKayHTIB.

3apa3 y commMepexax 1 Menia O6arato delkiB Ta aesiHdopmMarii. Yce 1e
BOPOTH POOJISATH JIJIs1 TOro, 00 yKpaiHIl BTPaTWIIM Bipy B IEPEMOTY W ONMYCTHIIH
pyku. Tox moTpiOHO OyAb-SKUM YWHOM 3aXUCTUTH cebe Bia ae3iHdopmaiiii,
0Cco0JIMBO B coliaibHUX Mepexax. Lle MoxkHa 3pobutn camoctiitHo. Och cTparerti,
SAKI BH MOXKET€ BUKOPHUCTATH HA HAWUMOMYJSAPHIMNMX TuiatrGopmax, TakuxX, SK

Facebook, Twitter, Youtube ta Instagram.
1. Facebook

VY Facebook Bammm neprimM kpokom Moske OyTH BHOIPKOBICTh TOTO, 338 KUM
BU crexkuTe. Ha HOBMHH, K1 3alOBHIOIOTH Bamry cTpiuky Facebook, BmimuBaroTh

KOpI/ICTYBaIIi, 3a IKHMMH BU CTCIKUTC. f{K]_HO BHU CTCKHUTC 34 KOpUCTyBadYaMU YU



rpynam, siki HOIUPIOIOTh JIe31H(POpMAIlito, IIAHCH BHUIII, 10 MyOmiKaii y Barini

CTpPIYIll TAKOXK OyyTh HETOUYHUMH Ta OMAHJIMBHUMH.

BapTto cTexxuT 3a aBTOPUTETHUMH JKEpellaMd HOBHUH 1 TUMU, XTO HaJa€e
JIOCTOBIpHY 1H(MOpMaIlio, IKa MOXKe OyTH IMAKPITJIeHA IEPEBIPEHOI0 CTAaTUCTHUKOIO,
IHTEpB'I0O Ta MOCHTIDKEHHAMH. SKIIO BU IIe¢ 3poOWTe, Bamia CTpidka HOBHUH

BKJIFOUATHUME 1HII HaA1HHI JKepena, 3aCHOBaH1 Ha (daKkTax.

Bu Takok Mo)keTe CKacyBaTH MiJIMUCKy a0o 3a0J0KyBaTH KOPHUCTYBadiB,
SKIIO BBa)KAa€Te, II0 BOHM YacTO JAUIIThCS (PEHKOBUMH HOBHHaAMU a0o
ne3iHgopMmariero. Akmo Bu 0axaeTe 3p0OUTH OLIBII IPOMIKHUN KPOK, BU MOYKETE
MPUXOBATU TOCTH JIIOJEM Ta oOpraHizaiiid, SKi 4YacTo HAACHIAIOTh (EHKOBY

1H(OopMarliio.

Bu MoxeTe po3riisiHyTH MOXJIHMBICTh BUBYEHHS omuii «Homy s Oauy ue» y
Facebook. HatucuyBmm Ha 11e, BU oTpumMaeTe iHGOpMAIIiio PO T€, YOMY B CTPIUII
3'sIBUBCS MEeBHUM nocT. Hampukian, Bu MoxkeTe OyTU B OHJIAWH-TPYI, SIKa 4acTo
nyOJiiKye 1H(pOpMallilo, U0 BBOJUTH B OMaHy. Bu MokeTe BUSBUTH, 110 YacTO
KOMEHTYETE TI€BHMM OONIKOBHM 3amuc. SIKmo 1e poOuTH, I1e 30UIBIIUTH
HMOBIPHICTb TOTO, 110 y Ballllid CTPiyLll 3'SBISTHCS MyOMiKalli 3 bOro 00J1KOBOTO

3aMmuCy, HaBITh SIKIIO 111 JOITMCH MICTSITh HEAOCTOBIPHY 1HGOPMAITIFO.
2. Twitter

Twitter cxoxuit Ha Facebook tum, mo indopmartisi, sy Bu 0a4uTe y CBOIH
xpoHoJorii Twitter, 6araTo B YoMy 3aJI€KUTh BiJ TOTO, 32 KUM CTEXHTE. SIKIIO
CTe)KUTU 3a JDKepelnaMH, SKI peryisipHO MyOJikyloTh ae3iHdopmariiio adbo
HEeTpaBIWBl HOBUHU, Ballla XPOHOJIOTIs, MIBUAIIE 3a BCe, Oy/e 3allOBHEHA TaKOTO

poJly cIOTBOpeHOI0 1H(popMarrieto ado deitkamu.

Ocb yomy po3yMHO OyTH BHUOIpKOBHUM, BUOUpAIOYM, 3a KUM CTEKUTU B
Twitter. Bu nmoTeHiiHO MOXETe IABUIUTHA CBOI IIAHCU CTEXKUTH 34 3aKOHHUMU
JUKepellaMd HOBHH, BUKOpUCTOBYIouu (¢yHKIio CrouckiB Twitter. Criucku - 11e

KypaTopcChKi rpynu o0JIIKOBUX 3amuciB Twitter, 3a SKUMH BU MOYKETE CTEKHUTH.



Crmcok, HampuKIaa, MOXKE BKJIIOYATH JIMINE BiJOMI HOBUHHI CaWTH abo
HaJIHI KYPHAIICTChKI opraHizaiii. Skmo Bu OyaeTe IOTPUMYBATHUCS TaKHX
CnuckiB, BM, MIBHAIIE 3a BCE, 3MEHIIUTE KIIBKICTh ne3iHdopMalii y Bamii

XPOHOJIOTTI.

Bu takox mokere 3BepHyTHCS 10 posauty "Temu" Twitter. 1{a dyHkIis
JI03BOJISIE CITiAYBAaTH MIEBHUM TeMaM. Hanpukiiaz, BU MOXETe CTEKUTH 32 HOBUHAMHU

BiliHU B YKpaiHi Ui KOHKPETHO B PETiOHI, B IKOMY IPOKUBAETE.
3. YouTube

YouTube cTtaB ki104oBHUM JKepesioM HOBUH aisi Oarathox. Lle poOuTh
YouTube mimenHro 715 THX, XTO CIIOJIIBAETHCS TOMIUPIOBATH (eiikoBi HOBUHU. OCh
yomy YouTube 3poOuB KijbKa KPOKiB, III00 0OMEXKUTH MOIITUPEHHS Ae3iHdopMaItii

31 CBOT'O CaWTy.

YouTube mosinomisie, mo 3 modatky 2019 poky 3amyctuB nonaa 30 3MiH,

MOKJIMKAHUX 3MEHIIUTH Ae31HGOPMAIIifO.

[o e 3a 3minu? YouTube Tenep OUTbIIT aKTUBHO MPOCYBA€E ABTOPUTETHHIMA
KOHTEHT y CBOil naneni "JluButucs nam'", KoM JIIOAU JTUBJISITECS PUKOPIOHHUN

KOHTEHT. Lle Takox 3Beo peKkoMeHallli 10 TAKOro poay MPUKOPIOHHOTO 3MICTY.

Hanist monsirae B Tomy, 110 Tisijadi, siki JUBJISITECS CYMHIBHUM KOHTEHT,
HATUCHYTh Ha PEKOMEHIOBAHE BIJI€0 3 3aKOHHOTO JKepesia HOBUH MICIIs IEPETIIS Y
CYMHIBHOTO KOHTEHTY, TOTEHIIITHO MPOTHUIIF0YH JEsKii iH(popMallii, 110 BBOJAUTH B
OMaHy, SIKy IITOWHO MEePEerJISTHYJIIH IIi TJisi1adi. TakoK MOYKHA CKap)KUTHCS Ha KaHAJIH,
K1 3aliMarOThCA TOMMPEHHSM ne3iHdopmarii. [le omuH 13 HaAWOUTBIT HiEBUX

MeToaiB O0J0KyBaHHA Instagram peiikoBUX HOBHH Ha 11 IaTdOpMI.
4. Instagram

3aBAsku CBOTHM MomyJIApHOCTI INstagram Tesx ctaB MILIEHHIO 1711 aQepUCTIB,
«30M01» Ta THX, XTO CB1JIOMO BUPIIINUB MOIITUPIOBATH Ae3iH(popMarliro. Facebook,

AKOMY HalexuThb Instagram, 3asBuUB, 110 HAHSAB CTOPOHHIX (haKTUEKEPIB IS



NepeBipKH Ha HasBHICTH HempaauBoi iHGopMarii. Facebook 3asBmse, mo mpairoe
3 45 cTopoHHIMH (haKTUEKepaMHu 10 BCboMy cBiTy. L1 mamku cepTudikoBani uepes

MixHapoaHy Mepexy (pakTuekinry, 6e3napTiiiHy rpyiy.

Komu mi dakTyekepu 3HaxoasTh MipoOiieHy a0o HEMoBHY iH(oOpMaIliio,
BOHH YCKJIQJHIOIOTh KOPUCTYBayaM MOIIyK, ¢piibTpyroun ii 3 Explore 1 Xermreris.
Instagram TakoX 3MeHIIye BHJIMMICTH M€l iHGopMallli B CTpidlll Ta 1CTOPIsSX

Instagram.

Axmo Instagram no3Havae my6IikaIio Sk HenpaBauBy iHGoOpMaIlito, € 1Ba
BaplaHTU: MOXHA HAaTUCHYTH omuito «llobauntu yoMmy», mod mpovyuTaTH, YoMy
dakTuekepu BU3HAUMIM MMyOdiKaiilo Ak (eilkoBli HOBUHH, a00 BU MOXKETE
HaTUCHYTH «IloOaunTn myOsikaiio», MO0 MeperasHyTd 1H(opMmanilo B Oyab-

SAKOMY BHUIIAJIKY.

€ KimbKa TOpaj, SKi JOMOMOXYTh KOPHUCTyBauaM BHUSIBUTH HEMPaBIUBY
iHpopmarrito. [1laxpai yacTo BUKOPHUCTOBYIOTH Y CBOIX 3aroJI0BKax BEIHUKI JITEPH 1
3aKIHYYIOTh iX KUJIbKOMA 3HaKaMH OKJIMKY. Sk kaxe Instagram, sikio iHpopmariis B

3aroJIOBKY 3/1a€ThCsl HEUMOBIPHOIO, 1€, HMOBIPHO, (elK.

Instagram TakoX peKOMEHAYyeE, 1100 BU 3aBKIU JOCTIIKYBAIH JIXKEPEIO
nyOsikaiii. SIKIio0 BU BII3HAETE JXKEPETO - MOMKIMBO, aKKayHTH CIIy’KO HOBHH,
odiuiHUX JIIOACH, HAPUKIIAJ, Mpe3uJieHTa YKpaiHu, a00 1HIINI aBTOPUTETHUN

MOCTa4YaIbHUK HOBUH — MOKHA OYTH TIEBHUM Y JIOCTOBIPHOCTI MO/IaHOI 1H(MOpMaIIii.

Ane axmio iHbopMaIlis HaIXOIUTh 3 JKEpesia, SKOTO BU HIKOJIM paHille He
0aunnu, NMOTpPiIOHO MOAyMaTH Mpo Te, o0 OYyTH OUIbII CKENTUYHUMH, YUTAIOUH

TaKy 1H(popMaIio.

Takox crexrte 3a opdorpadiyHUMU TMOMUIKAMH, HEMPABUIHLHOIO
rpaMaTUKoOI0 a00 He3pyuyHUMHU MakeTaMmu. Lle MoxxyTh OyTH O3HaKU HEIOCTOBIPHOI

1H(popmarrii.



Takosx OyabTe HamoroToBi 10 catupu. Sk nume Instagram, ¢eiikoBi HOBUHU
4acTO HAIXOJATh 3 MApOJIMHMX aKayHTIB, Takux sk The Onion. L1 ictopii €
CaTUPOIO 1 HE MPHU3HAYEH1 IS TOro, M00 iX cnpuiManM SK iCTUHHI. SIKIO BU
npounTany B Instagram 1och aOCOJIOTHO IIOKYIOYE, MEpPEKOHAWUTECS, IIIO0

iH(opMallis HATXOIUTh HE 3 TTAPOAINHUX CaNTIB.

BucnoBkn: Ilnatdopmu cormiadbHUX MEpPEXK € BCE OUIBIT BaXJIUBUM
criocoOoM ISl JII0JIed OTpUMYyBaTH 1HGOpPMAIlI0 Ta CHUIKYBAaTHUCS 3 JPY3sIMHU Ta
yjeHaMu ciM'i. Ane ockinbkM Takl caitu, sk Facebook, Twitter, YouTube Ta
Instagram, HacTUIBKM TOIMYJSpPHI, iX YacTO BUKOPHUCTOBYIOTH Ti, XTO Oaxkae

NOIIMPIOBATH Je3iH(opMalito, (GEUKU UM 3aJIIKyBaHHS.

He3anexxHo Big TOro, SKUM CalT y COLIAJIBHUX Mepexax BH
BUKOPHUCTOBYETE, 100pEe YUTATU BMICT 3 KpUTUYHUM po3yMoM. 11lock, 110 3ByunThH
HEHMOBIPHO UIOKYIOYE, MOXKE€ OyTHM MNpuKiIagoM ne3iHdopmaiii. Bu mnoBuHHI
nepeBiputy iHQOpMallito, SKy BH OauMTe, AOCHIJDKYIOUM 11 JDKEpesio Ta

nepeBipsitoud ii pakTu B [HTEpHETI.
Cnucok BUKOPUCTAHUX JIKePeJI:

1. Tndopmamiitna BiitHa — 30posi macoBoro 3uumleHHs! [Enexrponnwmii
pecype] - Pexum nmocrymy (o} JOKEpena:

https://www.pravda.com.ua/rus/articles/2006/04/20/4399050/

2. Indopmartiitni BiiHA: TEHICHIIIT Ta NUISIXK PO3BUTKY. [ EnekTponHuUit
pecypc] — Pexum  gocrtymy 10 JpKepena:
https://ms.detector.media/manipulyatsii/post/6479/2012-08-12-informatsiini-

viinitendentsii-ta-shlyakhi-rozvitku/

3. Pociiiceko-ykpainceka iHpopmariiiiHa BiiiHa. [EnexktponHuUit pecypc] -
Pexxum poctymy g0 Jokepena: https://www.radiosvoboda.org/a/informatsiyna-

viyna-rosiyskyy-vplyv/31811302.htmi


https://www.pravda.com.ua/rus/articles/2006/04/20/4399050/
https://www.pravda.com.ua/rus/articles/2006/04/20/4399050/
https://ms.detector.media/manipulyatsii/post/6479/2012-08-12-informatsiini-viinitendentsii-ta-shlyakhi-rozvitku/
https://ms.detector.media/manipulyatsii/post/6479/2012-08-12-informatsiini-viinitendentsii-ta-shlyakhi-rozvitku/
https://ms.detector.media/manipulyatsii/post/6479/2012-08-12-informatsiini-viinitendentsii-ta-shlyakhi-rozvitku/
https://ms.detector.media/manipulyatsii/post/6479/2012-08-12-informatsiini-viinitendentsii-ta-shlyakhi-rozvitku/
http://www.radiosvoboda.org/a/informatsiyna-
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Gaxynememy ingpopmayivinux mexnonoeit 1 kypcy 1 epynu
Hepoicasruii mopeosenbHo-eKOHOMIYHUU YHIGepCUmen

M. Kuis, Yxpaina

TH®OPMAIIVHA I'TIEHA

B Hamiii xpaiHi po3nouanachk BiiiHa 1 0araTo Jojel yepe3 L€ MIIUI0 Ha
¢GpoHT. JlesKi roau, o po3yMIIOThCSI B KOMIT IOTEPax, a HE B TOMY, SIK BOIOBAaTU B
peaNbHOMY KHUTTI, MOYaldu BJAacHy BIMHY — 1H(QOpMAaliiiHy, fKa € HE MEHII

BaXKJIMBOIO, HI’K 001 HA BIIKPUTOMY MPOCTOP1 B PECATBHOMY SKHUTTI.

[ndopmariiitna BiliHa — BIUIMB Ha HACEJCHHS IHINIOI KpaiHU 4Yepe3
PO3MOBCIO/IKEHHS IIEBHOI 1H(OpMAIIi] Ta 3aXUCT IPOMASTH CBO€T KpaiHU B TaKOTO
BIIMBY. ['0loBHUMH 0O0'€eKTaMM TMPOTUCTOSHHS Yy XOJI Takoi BIHHU €
1H(}OopMaIIiHUN POCTIP, PECYpCH Ta T€X. CUCTEMHU YIIp., HaBITaIlil, KOMIT'FOTEpHI

Mepexi, pagioeIeKTPOHH1 3aCO00H 1 MPUCTPOT Ta 1HIIIE.

Vi Benuki 30poitHi KoH(IikTH KiH. 20 — mo4. 21 cT. (BifiHu B Ipaky 1991 1
2003, siiicek. omepauiss HATO nporu HOrocnasii 1999, rpy3uHO-pocCiiicbKHii
koHpuikT 2008, moBasieHHs MOBCTaHIAMH (3a nonomoroto kpain HATO) pexumy
M. Kannadi B JIiBii 2011 Ta iH.) cynpoBOIKyBaIMCS MAaCOBaHUMU 1HPOPMaLIHTHUMHU
aTakamu. UuM cydacHillla KpaiHa, TUM OUTbILIE BOHA MOKJIAAAEThCs Ha 1H(OpMALiTo

1 3aco0M i JOCTaBIISIHHSA, @ TOMY # ypa3sjiuBiiie B iHpopMariiiHux BifiHax. [1]

Tak, HOBUHHU, SKI JUBJISATHCS BCl, HE 3aBXIU KaKYTh BCIO TIPaBAy M 1HOI1
MOXXYTh HaBiTh 30pexaTtd, 1 3a 1e He ciig 3a0yBaTH, ajieé Take - HE 30BCIM
iH(dopmarriiina BiiiHa. Hapasi, konu B Hac BiifHa 3 1HIIOIO KPaiHOO, KPIM TOTO, 1110
BUKOPUCTOBYETHCS 30pOs, OJHOYACHO 3 THUM YKpAiHIIl TOMAaIal0Th ] BIUIUB

iH(dopMalliiiHuX BiliH. [HIlIa KpaiHa HaMaraeThCcsl HaC Ae31H(popMyBaTH 1 CIATH



NaHiKy , 100 3/71aMaTé HaC MOpajbHO, alle Hamll 1H(OopMaIliiiHI BOTHH JaMaroTh iX

IIJIaHH.

B yMoBax cbOroieHHsI CJ1iJl TOTpUMYBaTHCh 1HPopMaliiiHoi ririenu. [1ix yac
BIMTHU HaI3BUYANHO BaXXJIMBO JOTPUMYBATHUCH MPaBMIT IHPOPMAITIHHOI T1T1€HH, IO
He Jatu cebe omrykatu Ta BOepertu ncuxivHe (a yacom i ¢izuune) 310pos’s. [e
IIyKaTH TpaBay, K BIAPI3HUTH MpOMaraHay Ta MEepeBIpUTH Te, IO TPaHCIIOIThH

3MI i1 Gnorepu.

B 1eit yac B KO’)KHOT0 BIOMa MOKHA 3HAWTH SIKICh Ta/I)KETU TUITY Tele(oHa,
IUIaHIIEeTa YU HOYTOyKa, Tak K Ha ABopi 21 cromiTTs 1 e 4ac iHpopMariitHux
TEXHOJOT1H. 3 01HOTO OOKY, TAKUM YMHOM 0araTo JIIoJIel MOXeE MOCTPa)xaaTu Bij
HenmpaBAuBOl 1H(oOpMalli, ame 3 1HIIOr0 — BCI MM MOXEMO JOJYYUTHCS 0
1H(popMaIliiiHOi BIMHH, CIPOCTOBYBATH HEMNPABAMBY 1H(POpPMALIIO 1, MOXIIHUBO,
HaBITh JOHOCUTHU MIPaBy KpaiHi, 3 AKOIO ijie BiifHA, K 1 pOOJIATh HABITH JIEAK] HAIlI

CTYJICHTH.

[IIo6 Oyno MeHIle MIAHCIB CTaTH >KEPTBOIO 1H(POPMAIIIMHOI BIMHH, € JesKi

IHTEpPHET-PECYPCH, IHHI B YMOBAX HAIIOTO Yacy 1 MOJOKEHHS:

*  ABB. 36poiinuii koupmikT B TepMinax (IlytiBHuk m1s Ykpainm)

*  Tlopsgok akpeauTarii >xypHaiicTiB B 30H1 ATO

*  YKpaiHChKUU JEp>KaBHUM LIEHTP PajioyacToT

« CERT-UA (Computer Emergency Response Team of Ukraine —
KOMaH/ia pearyBaHHs Ha KOMII FOT€pPHI1 HaJ[3BUYalHI o1l YKpaiHu)

*  JlepkaBHa ciryx0a CIemiaIbHOTO 3B'S3Ky Ta 3aXHUCTy 1H(Oopmarrii

Ykpainu.
+ Dokaz
«  Bellingcat Ukraine Conflict Vehicle Tracking Project
o Jlix6e3

*  Cronrteppop

*  HamionansHuil BiiicbKOBO-1CTOpUYHHI My3el Y KpaiHu



*  Hanpsmku poboTH mpopociiicbkoi npomnaranay B YKpaiHi.

e Sk mpaIrroroTh MPOPOCIMCHKI Oy10repH

*  IadopmariitHi akieHTH HOBOI BIICEKOBOI TOKTpUHU Kpemits

«  KpemiiBchbKa eKCIancis y cBitoBomy iHpompocTopi [2]

[Mepu, Hixk BipuTH Oyab-saKiil iHPopMarlii ciif I mepeBIpUTH B JOCTOBIPHUX
pecypcax.

Tpu 6a30Bi npaBuia iHPOPMAIIIITHOT Tiri€HU:

e  [lepesipsiite iHpOpMAILIIIO.

e  He nmomomaraiite BOpory.

e  JlOaiiTe mpo CcBOIO OE3MEKY B COLIMEPEKAX.

I sax BHUCHOBOK, HC pO6iTI> TOI'o, 40ro BiI[ KOJXHOT'O 3 HAC YCKae€ BOPOTI.

Cnmncoxk BUKOPHCTAHUX JIKepet:
1. Indopmamiitna BiliHA. Enyuxnoneodis  Cyuacuoi  Ykpainu.
URL: https://esu.com.ua/search_articles.php?id=12460 (mata 3BepHCHHS:
24.03.2022).
2.  Indopwmariitna BiitHa. Minicmepcmeo iHghopmayitinoi noaimuxu
Vipainu. URL: https://mkip.gov.ua/content/informaciyna-viyna.html (marta
3BepHeHHs: 24.03.2022).


https://esu.com.ua/search_articles.php?id=12460
https://mkip.gov.ua/content/informaciyna-viyna.html
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Jeporcasnuii mopeogenbHo - eKOHOMIYHUU YHIgepcumem
M. Kuis, Yxpaina
IHOOPMAIIMHA BIMHA SIK CYYACHA TJIOBAJIBHA
IMPOBJIEMA

AHortanisi: [Turanns iHdopmaiiiHoi BiiiHM BUNMIIIIO HA HOBUHM PIBEHb B
XXI cTomiTTi 3aBISKH 1HPOPMALIIITHIM TEXHOJIOTISIM. 3 KOKHUM POKOM ii BILTUB
OXOILTIOE OUIBIIY KUTBKICTh HAaceJIeHHS. MaHIIMy TIOBaHHS CBIJIOMICTIO JIFOJICH SIK
(dbopma BIUIMBY Ha HUX 3 METOIO iX KOHTPOJIO OyJia 1 3aIUIIA€TECA €PEKTUBHUM
3ac000M MOJITUKO-TIPaBOBOi OOPOTHOU.

KuarouoBi ciaoBa: indopmariiina BiitHa, i1HGOpMAIiitHI TEXHOJOTI,
npormnarasja, gpeik, aesindopmailis, HapaTUB, KOH(IIKT.

Bechb cBIT yBIWIIOB y HUGPOBUA MHPOCTIp, € PO3BUTOK TEXHOJOIIH
B110yBa€ThCs TMOCTIHHO. [H(opMaIiiiiHi TeXHOJOrIi MOCTYIIOBO YBIPBAJIUCH Y
Hallle KUTTS 1 MU BXKE HaBITh HE YABISEMO K XUTH 0e3 HUX. ChOrojH1 CBIT
CTOITh Ha TaK 3BAHOMY «ICTOPUYHOMY PO3IOPLKKI», KOJIM 1H(OpMaIliiiHi
TEXHOJIOT11 HeCyTh HE JIUIIE KOPHUCTh, a ¥ KoY. Y MyOIIYHOMY ITPOCTOPI 4acTO
MO>KHA 3YCTPITH Takl TEPMIHH, SIK: «1H(hOpMalliitHa BiitHaY, «1e31HGopMarlis» Ta
«deiik». B enmoxy iHpopMaTuzalii CycriabCTBa BCE YACTIIIE MOCTAE BIIKPUTE
nuTaHHs iHopmaniiHux BiliH. Cy4acHi HAyKOBIIl BKa3ylOTh, 1110 1HpOpMalliiiHa
BiifHAa — TEpMiH, IO O3HA4Ya€ BIUIMB Ha MHMBLIbHE HaceleHHS 1 / abo
BIICHKOBOCITYKOOBIIIB 1HIIOT JI€P>KaBH MUIIXOM MOIIUPEHHS MEBHOT 1H(OpMaIri.
[1] Iadopmaniiina BiiiHa siBiisse co0or0 cdepy, sKa MIBHIKO PO3BUBAETHCS 1
BUKJIMKAE 3POCTAIOYMI 1HTEpeC IS TUIAHYBAJBLHUKIB OOOPOHHM Ta TOJIITHUKIB.

Biiina 3anumraeTbcst BIYHOO MPOOJIEMOI0 JIFOJICTBA, HE3AJIEKHO Bl Mojs 0010,



30poi um 3axucTy. 3MiHA MIAXOAY A0 TPAAULIWHUX 1K y 30pOiHUX KOH(DIIKTaX
MOJIATA€ Y BBEICHHI HOBUX YM HETPAAMIIMHUX 3axoAax s CIPSMOBAHOIO
BIUIUBY Ha IUJIbOBY ayauTopito. 3acobu iHdopmMaliitHoi BilfHU MOXYTh
BUKOPHCTOBYBATHUCS SIK B YMOBaX MPsIMOTO 30pOMHOT0 KOH(IIKTY, TaK 1 32 HOTO
BIJICYTHOCTI, 30KpeMa, 3aBJSKH TOMY, IO 3aXOJd 1 MeToau iHdopmarriitHoi
BiliHU HE MOTPEOYIOTh MPSMOTO KOHTAKTY IPOTHOOPUYUX CHJL.

Benenns BiiiHU B iH(MOpMaIiitHOMY MPOCTOP1 yKe BIAPIZHAETHCSA Bij
caMoro MOHATTS «BiifHa», 00 3a3BHUail iIHPOpMaIliiiHi BITHH HIXTO HE OTOJIOLIYE,
1 B3arayi I BifHM MOXyTb OyTu HemomiTHUMHU [lpumyrieHHs BOJl JrojeH 1
MporpaMyBaHHS MATEPHIB iXHHOI MOBEIIHKH MOB’I3YIOTh 3 MOHITTSIMH
«MAaHIMyJISILIST TPOMAJICBKOI0 TYMKOI» / «MaHIIyJISIIsi MAaCOBOIO CB1JIOMICTIOM,
10 Jy>Ke OJIM3BKI 32 CBOEIO CYTTIO MOHATTIO «iH(opMariiitHa BifiHa». OHiEO 3
TakuX 1H(OpMAaIIiHUX BIMH € HEMpOroJjolleHa YKpaiHi BiiiHa BiJ pOCIHCHKOI
¢denepamii. OcTaHHs Ma€ 3HAYHUN JOCBIJ y MPONAryBaHHI Ta €()EeKTUBHOMY
MaHIIyJIFOBaHHI TPOMAJsiH HapoAHUX pecmyOnik. Y 2022 poili aMepuKaHChKa
opranizauis NewsGuard BusBMIa Ta BiACTeXuUIa Ouibine 20 1HTEPHET-TOMEHIB
(mesixi 3 BiABEPTO JAepkaBHOIO (GopMmoro BiacHicTio, Taki sik RT, Sputnik 1
TACC), sxi mpocyBaioTh (EHKOBHII KOHTEHT Ha OCHOBHI IUIaTGpopMu
comianbHUX Mepex. [2] NewsGuard y cBoeMy OCTaHHbOMY aHauli31 MOBIJOMIISIE,
0 1 pociiickka ne3iHdopmariiiiia cucreMa nomuproe 10 HalmomyIspHIIIX
POCIICHKO-YKPATHCHKUX «BIMCHKOBUX Mi(D1B»:

o «PociiicekomoBHi roau JlonOacy B YkpaiHi 3a3HaIA TEHOLUTY .

) «IToIbChKOMOBH1 IMBEPCAHTH HaMarajiucsi OOMOWTHU XJIOpPHUMN
3aBoj Ha JloHOaci».

o «YKpaiHChKI BliicbKa OOCTPUISIIN JUTS4YMiA cafok y Jlyrancbky Ha
cxoai Ykpainu 17 motoro 2022poky».

o «pOcCisl HE HalllJIeHa Ha pyHYBaHHS HUBUIbHOI 1HOPACTPYKTYpH B

VYkpaiHi Ha MO4YaTKy BTOPIHEHHS».



o  «Haumsm nommproeTscs B yKpaiHChKIHM MOMITHII Ta CYCIUIBCTBI,
niATpUMy€eThbes Biaaoo Kuesay.

e «3axim opranizyBaB JACpXKaBHUI MEPEBOPOT ISl TOBAJICHHS
IpOpPOCIHCHKOT YKpaincbkoi Bnaau y 2014 poui».

e  «Cnomyueni llltaTn MaroTh Mepexy 1abopaTopiit 610J0TTHHOT
30poi y Cxigniit €Bpori».

o  «HATO wmae BiiicbkoBy 0a3y B Ojieci Ha MiBJIHI Y KpaiHM».

e «Kpum ropuanuHO npueaHaBCs 10 POCii.

o «CydacHa VYkpaiHa Oyja UIIJIKOM CTBOpPEHa KOMYHICTUYHOIO
pocieroy. [3]

€, 3BUYaitHO, KOHKPETHI JOKa3W TOro, IO BCi Il (PeKoB1 HOBUHHM YU
AHTUYKpPAiHChKI HApaTUBU € HENPABAMBUMU: CBIJIKH, 3alIMCH, JaHI Ta JKepena
yKpaiHcbkux Ta MikHapoauux 3MI. [Tonpu Taki miaTBepKEHHS MPOPOCIACHKI
HOBHHH HE TIEPECTAIOTh MOIIMPIOBATHCS TI0 BChOMY CBITY Ta BBOJUTH JIIO/ICH B
iH(DopMmaIliiiny oMaHy.

[IpaBauBe BiOOpaXk€HHS POCIMCHKO-YKpAiHCHKOI BIMHM MOXHA
CKJIACTH, y3arajJbHMUBIIM 1H(OpPMAIIIO, HAJaHy YpsJAOM Ta aaMIHICTPAIlI€IO
VYkpainu, a Takoxx 3MI. Indopmarisd, siky Hagae amepukaHcbka po3sinka CIA,
1HOZl CYTT€BO BIAPI3HAETHCSA BiJ YKPaiHCHKOI, HANPUKIaA, 100 KUIBKOCTI
3aru0aux pociichkux conaariB. OroJjiomeHHs iX KUIBKOCTI Ma€ Ha MeTI
1H(OpMyBaHHs HaceJIeHHsl YKpaiHM 1100 BTpAT BOpOra 1 BIUTUB Ha MOpaJbHUN
IyX YKpaiHCBhKHUX BIHChKOBHX. Takok Taki Aii 3 OOKy YKpaiHCBKOTO ypsiay
CIpSIMOBaH1 Ha TICUXOJIOTIYHY MIATPUMKY IPOMA/ISiH, SIK1 BUCHAXEH1 BIMHOIO, Ta
HA/JaHHA HAceNeHHI0 YKpaiHu MOpPAJbHOTO 3MILHEHHS OyXy A TOTo, 1100
JIOBTO MEepeCIiAyBaTh METY 1 0yJIM CHIJIM BUTPUMATH BIMCHKOBY Ta IHPOpMaLIIiHY
BiiiHy. CKOHCTpyHOBaHMN HapaTUB MpO Oe3MIy3lICTh 1 0e3pe3ysbTaTHICTh
POCIMCHKUX BIMCHK (HABITh AKIIO 1€ MATBEPHKYEThCS (DakTamu) Ta iHdopmartis
PO BEJIMKI YCIIXU YKPATHChKUX BIMIChK MalOTh BIUITMBATH HA MICUXIKY YKpaiHIIIB

1 MATPUMYBATHU X BUCOKUI MOPaJIbHUM TyX, MOTHBALIIO Ta Bipy B ycmix. Yepes



POCIACHKO-YKpaiHChKHI KOH(IIIKT BapTO 3rajatu iHQOpMalliiiHy BiiiHYy MpOTH
pocii 3 6oxky Amepuku. Central Intelligence Agency HeoHOPA30BO 3a3/aJeriab
HaJaBaju PO3BIAYBaJIbHI BIJOMOCTI MPO MEPEMIIIEHHS! POCIHCHKUX BIMCHK Ha
tepuropii Ykpainu. Taki aii po3Bigku CILIA MaioTh Ha METI IPUHU3NUTH HAMipU
Ta €JEMEHT HECHOJIBaHKU 3 OOKY pOCIsiH, a TaKOXX CTBOPUTH IUTyTaHUHY Ta
MPUMYCOBO CBOIMH JiSIMHA 3MIHUTH MO B CBiTi. HaykoBIii, sIKi BUBYArOTh
€BOJTIOLIII0 POCIHCHKUX 1H(QOPMALITHUX Oomepalliid, 3a3BU4ail CTBEPIKYIOTb, 110
BOHM € CHAAIIMHOI  paJsSHCBKOTO  CTpPATeriyHOIO  MUCIEHHA  Ta
IponaraHaucTchkoi mpakTuku. Ha puc.l mpeacraBieHo Bci BUTpaTH, SKi
BUKOpHcTaina pocis y 2014 porii.

BATPATH HA NPONATAHLLY

s donopie, 2014
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Puc.1.ButpaTtu Ha nponaranmy pociiy 2014 [4]

Bipa npo morenmian iHdopmaiiiHoi TEXHOJOTIi 10 JeMOKpaTii, sKa
IPOTUCTABIIIE aBTOPUTAPHY LEH3YPY IE€MOKpPATUYHIN BIIKPUTOCTI, HE BU3HAE,
0 BCl JIep>KaBM, HE3aJEKHO B THUIYy PEKUMY, NParHyTh 3A1HMCHIOBATH
iH(OpMaLIHHUN CyBEpEHITET, KEpPYIUMd pPO3MOBCIOKEHHSAM 1H(opmaiii B
MeXax CcBOiX kopnoHiB. Hampuknan, Benmuka bputanis ta Crnonydeni [ltatu
Hamaranucsi BunanuT 3 [atepHery koHteHt, ctBopeHuid I[JIIJI. [5] BonHouac
NOpYIIEHHS 1HQOPMALIIITHOTO CYBEPEHITETY CYNEpHUKIB Y MUPHUIN Ta BOEHHUI

4ac € eJIEMEHTOM MIXJIep>KaBHOT KOHKYPEHIIii.



Crpobu 3axuctutd abo0 MOPYHMHUTH 1H(POPMAIINHUI CyBEpeHITeT —
OaxxanHst 30epertu 1HGOpMAIIfHUN CyBEpeHITET, W10 MIATBEPIXKYBaJO
3BuHyBaueHHs Cnonydenux IlratiB y Tomy, IIo pocis Hamarajgacs
MaHIMyJIOBaTH JUCKYCiIMH B couianpHuX Mepexax y CUHIA, mpomaryrooun
delikoBi HOBMHM Ta Teopii 3MoBH. ToMmy, Xo4a MpocCyBaHHS LHUQPPOBOI
JIEMOKpATIi Ma€ CXBaIbHY METY, TOH (PaKT, 110 BOHA IPYHTY€ETHCS Ha MOPYIICHHI
1H(OPMaLIIHHOTO CYBEPEHITETY IUIbOBUX JepXaB, O3HAyae€, 10 BOHa Oyne

CIIPUMMATHCA SIK 3arpo3a.

MALUUHA NMPOMATAHOM NYTIHA

/o N ezizga

TRRTRTRTE

N KkpaiHn
Brnnsskoro
Cxony ra CHJ

Puc. 2. Cuctema nponaranau pocii [6]

3ycusuis pocii 3 ae3ingopmaiii Ha banzekomy Cxoni (puc.2) nmodanuck
3 apabomoBHOIO ayautopiero y TpaBHi 2007 poky, 3amyctuBmu RT Arabic. Ilo-
nepiie, «apabCcbka BECHa» Ta poOJib, SKY BIAITpalyd COIIAJbHI Mefia y
MOTPSICIHHSX, 3MYCHUJIA POCIIO 3PO3YMITH, 110 OJU3BKOCXITHUN 1HOOpMaLiiTHUN
MPOCTIp HAJla€ MPOMAraHIUuCTChKiN POCii MIUPOKI MOMKIMBOCTI JJI IPOCYBAHHS
CBOiX cTpareriyHux HapatuBiB. [lo-npyre, BilicbkoBe BTpydaHHs pocii B Cupito
03HaMEHYBAJIO TIOBEPHEHHS POCii B PEriOH 1, TAKUM YUHOM, 3MYCHUJIO CTBOPUTH
MICIIEBY MpoNaraHiucTCchky rpymy. B pesyibrari pociiicbki Ta cupiiicbki 3MI
PO3BUHYJIM MIIHI 3B S3KH, II[0 CIPHUSJIO CIHIBIOpall IUIIXOM OOMiHY
iHpopmariero Ta gocBimom. Y 2016 pomi Sham FM 1 Sputnik, nBi
HanomysipHi pagioctanii Cupii, 00’ eqHaIUCs , 00 3aIMyCTUTH IIOJCHHE
OJIHOTOJIMHHE PaJIio-1I0Y, SKe PO3MOBIIAIO0 MPO BIMCHKOBI MOAIT B KpaiHi, a Ail

pocii Oyiu Bi3HauYEH1 TSI TOXBaJH. [7]



OCKIZIbKM POJIb COLIANIbHUX MeJia B PErioHl 3pocTaB, KiOepmpocTip
bmusbkoro Cxoxy BabuB Kpemib po3mmpuTu cBiid 1HQOpMaIIHHUNA BIUIMB.
HanmipHa 3anexHicTh BiJI I1aTGOPM COIllaTbHUX MEPEX I OTPUMaHHS HOBUH
y kpainax bimsskoro Cxomy m03Bossie MOCKBI 0XOnUTH Mibionn monen. RT 1
Sputnik Arabic cTBOprOIOTH 3HAuHO OulblIe KOHTEHTY B Twitter, Hixx BBC
Arabic abo Al Jazeera. ¥V Ttoit wac sk RT Arabic i Sputnik Arabic mromus
nyOJikyroTh y cepenabomy 180 1 87 TBiTIB BIAMOBIAHO 3 MOMEHTY iX CTBOPEHHS,
Al Jazeera 30epirae B cepeiabomy 55 TBiTiB, a BBC Arabic — numie 32. 3aranom
RT 1 Sputnik migkpecntorors, mo CIIIA Ta ix €BpomeichKi COHO3HUKH
BI/IMOBIAIOTh 32 HeCTaOUIbHICTh Ha bnm3bkomy CXoli, KyJbTUBYIOUH 1MIIHK
MockBu sik cTab1113y10401 CHJiIH. 3 OTJIsiy Ha 00ypeHHs 6aratbox Ha bin3pkoMy
Cxogi 3 npuBOly HEB/Iau 3aX0/ly B PETIOHI, 1151 PO3IOBI/lb, IPUPOJAHO, PE3OHYE.
[8] Mii pocii BimirparoTh 3HA4YHy pOJIb y MpOMAaraHii (QEerKiB Ta pPO3BUTKY
iH(popmaliinux BoeH. He3Bauatouun Ha omip HacCeIeHHs, JI0 IKOT0 3aCTOCOBYIOTh
pi3HI MeTonu iHGopMaliitHOi O0poThOM, mNpomaranga pd Mae aKTUBHUN

arpeCUBHUN BIUIUB, 110 MPU3BOAUTH O HETATUBHUX HACIIIKIB.

BucnoBku: HesBaxaroun Ha Te, 1m0 iHQoOpMalliifHa BiliHA CTa€ Bce
OlNbII TMOMYJIIPHOK cepeln  JifepiB 0araTbOX KpaiH, BOHA 3aJIUILIAETHCA
HEOJIHO3HAYHUM 1 HEYITKHM TIOHSITTSIM, SIKE€ BHUKOPHUCTOBYETHCS B PIZHHUX
KOHTEKCTax. Benwka yacTMHa HOHUCKYCi HaBKOJIO 1H(OpPMAIIHOI BIHHU
30CepeKeHa HacaMmiiepes; Ha 3acobax i1HdopmamiiiHol BiliHM (mpoOsieMu
oprasizaiii Ta pecypciB), y TOH 4ac sk cdepa Ta 3Ha4eHHs 1HPOopMaIliifHOT BIHHA
3QJTMIIAIOTHCS] 3HAYHOIO MipOI0 HeBU3HAaUeHUMU. [TOBCSKICHHE CITOCTEPEIKCHHS
3a AISUTBHICTIO POCIMCHKOT JIep KaBU Ta MOB’I3aHUX 3 HEIO 3JIOUMHHUX Cy0’ €KTIB
JIEMOHCTPYE, IO BCS POCIHChKa JepkaBa Oepe ydacTh y MOJITUYHIN BiifHI Ta
iHpopMariiinii BifiHI. Hacmigku rmo0anbHOI BIMHM JyKe BIIUYyTHI Ha
TICUXOJIOTIYHOMY PIBHI TPOMAJISIH KpaiH, Ha SIKUX HaIpaBieHa 111 iHdopMaIriitHa

BIiHA.
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Jleporcasnuii mopeogenbHo - eKOHOMIYHUU YHIgepcumem
M. Kuis, Yxpaina
HOBE OBJINYYs BIMHU, BUKJIUMKHU TA IPOBJIEMU B
YKPAIHI

Icmunno momanvHa sitina
- ye GiliHa 3a 00ONOMO2010
iHgpopmayii
M Maxnioen
AHoTtanisi: Peanii chorosieHHs Taki, 0 Mailke KOXHa BiiiHA Ha (PpPOHTI
CYNPOBO/IKYETHCSL BiifHOIO Ha 1H(opmaniiiHoMy npoctopi. [Hdopmaniiini BiliHU
BUKOPUCTOBYIOTHCS B TPHXOBaHIM BOPOXKHEUl, 3 METOIO MOCIA0UTH MOpPaJIbHI 1
MaTepiaibHl CUJIM CYTPOTUBHUKA Ta MOCWINTHU BiacHi. B Ykpaini 3 2014 poky, pd
BeJie iHdopMalliiny BiiHY IpoTH YKpainw, a 3 24 motoro 2022 poky iHdopmariita
BiifHa HaOyna HOBUX puc. [HpopmariifHa BiliHa Ha CHOTOJHI € MacIITaOHOO;
arpecop BUKOPHUCTOBY€E 3aCO0M MAaCKyJIbTYpU B OKYNOBAaHUX TEPUTOPISAX, 3HAUHO

30UTBIITY€ ayai0Bi3yaibH1 3aCO0H.
KarwuoBi ciaoBa: indopmariiiina BiiiHa, KiOepdpoHT, i1HPOpMaIiiHi
TEXHOJIOT1i, XaKepChKi aTaKu.

3 po3BuTKOM riobamizamii, iHbopmaTh3alii Ta  JHKUTATI3ALll

1H(pOopMaIliiiH1 BIiHHU CTaJu MOTYKHOIO CHIIOI0 Y O0pPOTHO1 3 BOPOTOM.

€ pi3Hi @Opami Ta Teopli LIOJ0 Yacy BHUHHMKHEHHS Ta PO3BUTKY
iHopmariinux BoeH. OpHI HAyKOBIIl BBaXaroTh, MO 1H(GOPMAIliHI BiitHU

CYIPOBOJIKYIOTH BCIO iCTOpItO JtoicTBa. CrioyaTKy BOHU OyJIM peNliriiHUMU Ta



1ICONIOTIYHIMM, TPUUOMY JUIsi  OOpOTHOM 3 HOCISIMH ~ YYyXHX  TOTJIAIIB

3aCTOCOBYBAJIKCS BCi BUAU penpeciii. [1]

[HII1 % HayKOBIII BBAXKAIOTh, 110 1H(GOPMAITiitHI BITHN BUHUKIH TO/1, KOJIH
KpaiHU CTaJM MOB’sI3aH1 HE JIMILIE TOBapaMH, a i MOCIyramMu, 110 3a0e3neuniin
PO3BUTOK iH(POPMAITIHHUX TEXHOJIOTIHN 1 3IaTHICTh MAaTH 3B’ 130K 3 OYIb-SKOIO
KpaiHoro cBity [2]. [lepiioro iHGOpMaITIHHOIO BIMHOIO BBa)XXalOTh BIHHY
B [lepcokiit 3aTomi 1991 p. (ctoponu CIHIA Ta Ipak). [3] V wmiii BiiiHi Oynu
BUKOPHUCTaHI Taki 3aco0u 1HPOPMALIHHOTO BILTUBY: 1) pO3NOBCIOIKYBAIHCS
aucTiBky 3 BunpapaadasaMu i CLLIA; mMCTIBKU-103BON JJIs1 COJIJIATIB-
JI€3€PTUPIB; JUCTIBKH 3 MONEPEHKEHHAMU PO OoMOapAyBaHHS JJI 3aJIIKyBaHHS
BIMCHK IPOTUBHHUKA; 2) 3’ siBUacs igeonorema «CIIIA 3axuimaroTs 1eMOKpaTiio B
ycboMy cBITI» (TpaHchopmMaitis go3yHry Ilepiioi cBitoBoi « CIIA 3axumniarorh
CBOOOIY ISl BCIX JIIOJICH»); 3) BUKOPUCTOBYBAIKCS JDKECBIJIKH, SIKI PO3MOBIAAIH
PO “¥KOPCTOKICTH 1paKChKUX COJAaTIiB; 4) poboTa KypHaNiCTIB Oyia
OpraHi3oBaHa TaK, 1110 aMEPUKAHCHKUM TJIsiad He OaUnB )KOPCTOKUX CIICH 13

TeaTpy BOEHHUX JIii.[4]

[ndopmariiitHa BifiHa — 1€ onepalis, iKa MPOBOJAUTHCS 3 METOIO OTPUMAaHHS
iH(dopmariiiHoi mepeBaru Haja CynpoTUBHHUKOM. [lossirae B KOHTpOJ BIIACHOTO
1H(pOpMAaIITHOTO TPOCTOPY, 3aXUCTy JOCTYMy JO0 BJIACHOI 1H(OpMalii, mpu
OTpUMaHHI Ta BUKOPUCTaHH1 iH(pOpMAIlii OIOHEHTA, pyHHYBaHHI iX iHPOpMaIIHHUX
CHUCTEM Ta TOpYIICHHs iH(popMaliiiHoro motoky. Ha BigMiHy BiJ TaKTUYHOTO
BEJICHHA BiiHM, 1H(QOpMaIliifHI BIHHM YacTO HE PO3KPUBAIOTH METY, a JAIIOTh Ha

nocaadIeHHs iHmoi ctopouu. [5]

JIK. ApKijuia € 1 He HaWTIepIIMM Ha CbOTOJIHI aMEPUKAHCHKUM BUEHUM 13
NuTaHb 1HQOpPMaLIWHOI BiliHM, SKU CPOpPMYINIOBaB Taki TpU MpaBUiia ILI€i
00pOTHOMU:

®  iepapXisiM BaXKO OOpPOTHUCS 3 MEPEKAMU,

e  MOTPiOHI MEepexKi, MO0 BOIOBATH 3 MEPEIKAMU,



®  TOIi, XTO OCBOITh MEPIINM MEpEXeB1 PopmH, Oy/Ie MaTH CyTTEBI
niepeBard . [6]

SIx 6a4rMO, PO3BUTOK TEXHOJIOTIH € BaXKIIMBOIO MEPETYMOBOIO BEJICHHS
iHpopMaIliitHOT BiifHH, a 0COOIMBO, B Cy4aCHOMY CBITI, B TIEP10/I PO3BUTKY
HAHOTEXHOJIOT1H, ITY4YHOTO IHTENEKTY. TOMy MOKHA CTBEP/IXKYBATH, 110
nepeMora y iHgopmarliiiHiii BiitHi 3a OUTBII PO3BUHEHOIO KPaiHOIO, 1€ TEXHOJIOTI €

NPIOPUTETHUMHU BiJ] CTApPUX METO/IIB 1€pApXI4HOT BIIAIH.

[IpoBigHuii exkcrnepT 3 nuTaHb iHpopmamiiiHOi BiiHM Maptin JliOinKi
chopMyBaB KOHIIEIIIIO 1HOOPMAIIHHOT BIfHU, 110 CKIAAAETHCS 3 HACTYITHUX CEMU
nigo0aacTe:

e  Enekrponna BiitHa (EW),

e  BiifHa Ha OcHOBI po3Bijaku (IBW),

e  Xakepchka BiitHa (HW),

e  KomanaHo-koHTposibHa BitiHa (C2W),

e [lcuxosoriyHa BiliHa,

e  ExoHoMiuHa,

e Iudopmarriitna Bilina Ta kibepsiiina (Libicki). [2]

He Bci iHdopmartiitHi BiifHM BKJIIOYAIOTh B ce€0€ BCI Il MiA-00acTi, ajiKe
yacTo iH(hOopMaIliiiHi BIHHU € HEOTOJIOIIEHUMH, BEyThCs npuxoBaHo. [Ipore, sKio
MU TOBOPHUMO TMPO TOBHOMACIITA0OHY BIJAKPHUTY BIiiiHY, TO YacTO CTOpPOHU
BUKOPHUCTOBYIOTH BCI ITi1-00JaCTI.

CBIT MIBUIKO 3MIHIOETHCS, 1 1HGOpMAaIIiiiHa BiifHa BiAIrpa€e BEITUKY pOJIb,
YCBIIOMJIFOEMO MU II€ YH Hi, ajl€ MU CTaJIM 1i YyYaCHHMKaMH. XaKepPChKl aTaku Ha
VYkpainy 3aiiicHioBamucs 3 2014 poky, TenekaHaau Nponaraiay MpamoBaid ax 10
CaHKII. A 3 9acy MOBHOMACIITAaOHOTO BTOPTHEHHS POCIMChKOI deaeparrii Big 24
mororo 2022 Ha Ykpainy Oyno 3aiiicieno 240 atak — 3a nanumu Microsoft. [7]

OnuH 13 KypHAJICTIB HA OPIOCENBCHKIN TIpec-KOHPEPEHIIIT 3a MiICyMKaMH

KOCOBCBHKOI omeparlii 3ayBaxxuB: «Ha BiiiHi, TuM OubIIe Ha 1HQOPMAITIHHIH,



nepiioro nmomupae npasnaay. Lle i popmye psa mpobieM Ta TPyAHOIIIB Y BEACHH]

iH(opMaltiitHOT BiHM. [§]

Ockinbkd B X011 1H(OpMaIiifHOi BiIMHM 3AIHCHIOETHCS BIUTUB Ha
NICUXOJIOTIUHY cepy JTIOAMHHM, MAac UM MEBHUX COIAIbHUX TPy, — METOAH ii
BEJICHHA 0a3yIOThCS Ha COIIAIBHO-TICUXOJIOTIYHUX YHHHHKAX. ToMy OJNHI€IO 3
npoOJieM € 3aXHUCT HACEJICHHS, BHCOKHWA pIBEHb PO3BUTKY ICHXOJIOTIYHOI
JIOTIOMOTH. A 0COOJMBO, 1€ CTOCY€ETHCS THUX TEPUTOPIH, M0 mepedyBaiud 4Yu
nepeOyBaroTh i okynariier. O. 3ejieHChKa 1HIlioBa1a cTBOpeHHs1 HarioHansHOT
IPOrpaMM MCHXiYHOTO 3J0POB’Sl Ta ICUXOCOLIaJIbHOI IMiATPUMKH. Ii MeTa —
JIOTIOMOTTH TPOMAJsIHAM TIOJIOJIATH HAJI3BMUYAHUI CTpeCc Ta HACHIiJKU TpPaBM,

OTPUMAHUX BHACIIIOK BIHU, IOTIEPEIUTH PO3BUTOK NICUXIYHUX PO3JIAIiB. [9]

[le onHier0 3HAYHOIO MPOOIEMOI0 Hapa3i € (GOpPMyBaHHS €JUHOTO (PPOHTY
Ha 4oJii yKpaiHChKux 3MI, equHa MeTa SKUX MOIIMPIOBATH IPaBly Ha BECH CBIT IPO
noaii Ha mnpoTtuBary mnpomnaranai. CbOroJiHI >KypHaJIICTH BHUKOHYIOTh 3HAYHY
poboty, mpote sik 3a3HaumB [lpesunment Bomoaumup 3eneHChKHI y 1HTEPB’IO
ykpaincbkumu 3MI 3 Haroau JlHs >kypHalicTa mpo Te, IO Y HAac HEJOCTATHBO
chopMOBaHi Ti IHCTPYMEHTH, 110 NOIIUPIOIOTH 1H(POPMAIIII0 PO BIMHY JajeKo 3a
KOpJIOHAMHM HAalllUMU KpaiHaMHu, a OCOOJIMBO B THX KpaiHaX 4M TEPUTOPIAX, i€
3BUKJIM YyTH pociiicbke TenebadeHHs. Ta il mam’siTaeMo, M0 MpOoNaraHaucTChka
MalIuHa pocii MpaIroe He MePIInid pik, il KOPIHHS 3a MEKaMU iX KOpIoHiB. Jluiie
nicast BroprueHHs 30 kpaiH €Bponu MOBHICTIO a00 YaCTKOBO BUMKHYJIH 31 CBOTO
edipy pociiicbki mpomnaranauctchki kaHanu.[10] Tomy OopoThba 3a mpasny,
BUCBITJICHHSI TUX MO Ma€ TMOIIMPIOBATHCS NaleKo 3a Mexi Ykpainm. Buxin
YKpPaiHCbKMX HOBHMH, IIporpaMm, IO BEAyTb XPOHIKM BIMHH JIOIOMOXKE

CKOHCOJIITyBaTH CBIT y 00pOTHO1 MPOTHU aprecopa.

[Ile BapTO 3ayBaXUTH MPO Te, M0 BeACHHS 1HGOPMAIIHOI BIHHUA TaKOX
notpedye (diHaHCYyBaHHS, MIATPUMAHHS MporpamMHoro 3adesnedeHHs. s Toro

1100 MPOJIOBXKYBATH 3aBJaBATH B3JIOMIB IHPPACTPYKTYPHHUX 00’ €KTIB Ta 6a3 JaHUX.



YerBepra npobiiema, sika, MOKIIMBO, BUSIBUTHCS TI3HIIIE: 3 IOYATKY BIHU
MU CIIOCTEPIra€MO 3HAYHMK BIATIK po0OY0i CHJIM 32 KOPJAOH, CTYACHTH
nepeBoasAThes 10 1HO3eMHUX 3BO. Ile Moke CcOpuuMHUTH 3HAYHUA Opak
nporo3uirii pododoi cunu 1y cdepi IT B VkpaiHi, a 3HaYUTH 1 OCTA0JICHHS Ha
kioepdponrti. [loHag 6 MIIH yKpaiHIIB 3 MTOYaTKy BIMHH BHIXaJlo 3a KOPJOH, a 3a
JaHUMH KypHaJicTiB cepea | T-(haxiBiiB BUI3ay 3a KOPIOH, TO Tyau nepeixanu 14%
omutanux. bigbmricts 13 HUX — y Ilomemii (35% 13 THX, XTO BHiXaB 3a KOPIOH).

HacrymnHa 3a nomnynspHictio — Himeuurna (10%)

Btim, My MaemMo 3HauHy mepeBary, Ha Halomy (poHTI A1FOTH 1 1HIIT
Kpainu. Benuky yacTtky y iHpopMauiiiHii BiitH1 npoTu pocii 3aiimae CLIA.
BBenenHs caHKL1i 0OMEXYIOTh psijl MOCIYT JUIsl TPOMaJsH p¢ MO0 JOCTYILY

MiHapOJHOTO KOHTEHTY Ta Mociyr. [11]

Ockinbku,  iHQopmamiiiHa  BifHA  cTaja  MaclITaOHINIOW,  yci
BHUILENIEPEPAXOBAHI CIM 00JIaCTEN MIMPOKO BUKOPUCTOBYIOTHCS BOPOTOM, MH HISIK
HE MOXEMO i1 YHUKHYTH, @ TOMYy MM MAa€EMO CIIPUATU MEpeMo3i YKpaiHu Ha BCIX
dbponTax. YKpaiHa B CydaCHUX yMOBax 3a]iJisl €PEeKTUBHIIIOI 0OpOTHOU 3 BOPOTOM,
NMOBMHHA TMPOJIOBXKYBAaTH TOKpallyBaTh e€(eKTUBHICTh 1HPOpMAIiitHOI 30poi
(cykymHicTh  cremianizoBaHux  (pi3uyHuX, 1HQOpMAIIHHUX, MPOTPAMHUX,
pPagloeIEKTPOHHUX ) METO/IIB 1 3aC001B TUMUYACOBOT0 a00 0E€3MOBOPOTHOTO BUBOIY
3 nmagy (yHkmiin abo ciayx0 iHbopmariitHol 1HGPACTPYKTypu B IioMy abo
OoKpemuX ii eneMeHTiB). Tak Mu hopMyeMO CUITBHUN KIOEPPPOHT Y MPOTUCTOSIHHI
3 BOPOTOM, OyIyEMO MEXaHi3M PO3MOBCIOKEHHS TIPaBIY MPO 3IIOYHHH OKYTIaHTIB,

110 AOMOMAarae Ham 3100y TH IIepeMory.

BucnoBku: Otox, iHdopmailiiiHa BiifHA TOpPA 3 TMOBHOMACIITAOHUM
BTOPTHEHHSAM € HOBMM BHUKJIMKOM JJIsl YKpaiHIIIB Ta BChOTO CBITY. Bopor i€ Ha
Oaratbox 00JIaCTSAX, B TOMY YHCII 1 00IacTax iHpopMaIiitHoi BiitHu. Mu MaemMo
IPOTUCTOSATH 3HAYHUM THUCKaM, 30KpPEMa, XaKepChKHM aTakaM, MCHUXOJIOTTYHOMY
TUCKY, TIporarasji i iHmMM 3acobam iHdopmarliiiHoi BiliHU. Jledki npobiemu 1e

noTpeOyI0Th 3aKOHOIaBYOTO PiBHSA, 1HINI MOTPEOYIOTh PECYPCiB, a B OKYIIOBAaHUX



TEPUTOPISIX — AOCTyy. OCHOBHUMHU MPOOIeMaMu, OKPECICHUMHU B I1i CTaTTi: 3aXHUCT
1 TICHXOJIOTiYHA [OMOMOTa JKUTENISIM B OKYIOBAaHUX TEPHUTOPIAX, (OpMyBaHHS

enuHoro gpouty ypsaa-3MI, Opak dinancis, BiaTik | T-daxisiis.
Cnmcok BUKOPUCTAHUX JIKepeJI:

1. Tadopwmariitna monituka [Enektponnuii pecypc] — Pexxum no pecypcey:
http://enpuir.npu.edu.ua/bitstream/handle/123456789/25591/Zhadk0%2064-
95.pdf?sequence=1

2. Iadopmarmiitne mnpotudbopcTtBo y 3o0BHImHIA momtumi  CIIA
[ EntexTpoHHMi pecypc] — Pexum 10 pecypcy:
http://journals.iir.kiev.ua/index.php/apmv/article/viewFile/223/199

3. Information war is at its peak in the Ukraine conflict [Enekrponnuit
pecypc] — Pexum  nmoctyny hi (o) pecypcey:
https://www.sundayguardianlive.com/news/information-war-peak-ukraine-conflict

4. Strategic Information Warfare [Enextponnuii pecypc] — Pexum
JocTymy 10 pecypcey: https://www.rand.org/pubs/monograph_reports/MR661.htm

5. IlcuxonoriyHa goromMora Ma€e OyTH MEPIITUM KPOKOM JI0 BITHOBJICHHS
nocTpaxkaaux Bij BiiHU [ EnexktponHuii pecypc| — Pexxum goctymy 10 pecypcey:
https://www.rv.gov.ua/news/psihologichna-dopomoga-maye-buti-pershim-
krokom-do-vidnovlennya-mentalnogo-dobrobutu-postrazhdalih-vid-vijni.

6. 3akpurTa mnpomaraHaUCTCHKUX TOoBapiB [EnexkrpoHHMit pecypc] —
Pesxxum noctymy g0 pecypcy: https://www.ukrinform.ua/rubric-world/3442308-vze-
30-krain-evropi-povnistu-abo-castkovo-vimknuli-rosijski-propagandistski-
kanali.html

7. New UK centre will help fight information war [Enextponnuii pecypc]
— Peskum roctymy g0 pecypey: https://mwww.bbc.com/news/technology-61718097
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eporcasnuti mopeoeenbHo-eKOHOMIYHUU YHIGepcumen
m. Kuis, Ykpaina

TH®OPMAIIVHI BINHU SIK 3ACIE BILJIUBY HA JIIOJCTBO

AHoTtanisa: [locnigkeHo 0coOJMBOCTI, MOTHBM Ta MPUMOMHU BEICHHS
iH(popMaIIiHUX BIWH HAa Cy4yacHOMY eTtami. PO3KpUTO MOXJIMBI KOHTP3aXOJu
POTHU/IIT BOpOTaMm, a TAKOK PO3TISHYTI CTpATETii, NUIAXU BEACHHS 1HPOPMAIIIIfHOTO
npotudopctBa. JloBeneHo, mo iHdopmalliiiHa BiifHAa HE MEHII pyHHIBHA, 00
TOPKAETHCS CBIZIOMOCT1 Ta MCUXOJIOTII JIFOJWHHU, 1 SIK HACIIJOK, MOXe (pOpMyBaTu

XUOHE CIIPUUHATTS PEaTbHOCTI.

Kuarouosi caosa: 30ip iHpopmanii, iHpopManiiiHa BiiiHa, 1H(pOpMaIlliiiHa
aTaka, coIliayibHI Mepexi, ¢erikoBa 1HpopMallis, Kpunrorpadisi, Mepexa, 3axXucT

TaHUX.

IMocranoBka npoduaemu. B cyyacHoMy cycniiabCTBI 1H(MOpMaIliiiHl BiiHU
BUCTYMAIOTh 3aCO00M JIJIs1 IOCSTHEHHS CTPATErYHUX ITIJIeH, B TIEPIILy 4epry 4epes
CTPIMKUUA pO3BUTOK 1H(MOPMAIIHHUX TEXHOJOTH, [0 BIUIMBA€ Ha MacliTad
ayJIUTOPii PO3MOBCIOKEHHSI Ta MIBUJIKICTh MOMUPEHH. 3aco0u iH(opMaIitHoTro
BIUIMBY CTAalOTh JOCTYITHUMHU BCE€ OUIBIIOMY KOJIy JItOoJIel uepe3 Mepexy [HTepHer,
nposiaHi 3MI, pamio, TtenebauenHs Ta iHme. [HpopmaiiitHa BiliHA HE MEHUI
py#HIBHA, 00 TOPKAETHCS CBIIOMOCTI Ta TICUXOJIOTII JIFOAWHH, 1 K HACTIIO0K, hopMye
XUOHEe CHpUHATTSA peanbHOCcTi. [IpobGnemaruka, mos's3aHa 3 1HQOpMALIHHUMHU

BiffHAMU - 11€ JOCTITUTH, Y TOMY YMCJIl Ha OCHOBI HAayKOBHUX ITyOJIiKaIlii, CydacHi



METOIM Ta 3aco0M BeleHHs 1H(GOpPMalIHHUX BiMH, IO € HEOOXITHHUM pazoM 3
PO3YMIHHSIM MOTHRBIB Ta IIJICH BEJEHHS TaKUX BifiH Ta PO3IVISTHYTH 3aCO0U 3aXHUCTY

Ta MPOTHUIII.

AHaJi3 OCTaHHIX J0CJaiIKeHb Ta myOJaikanii. B [1] aBTop nepir 3a Bce
JOCIIKY€E TPEACTaBICHI PI3HUMHU JOCTITHUKAMU 3HAYEHHS CYTHOCTI TOHSATTS
"indopmMmariiifHa BiliHA" Ta BUCIOBIIOE AYMKY MO0 CKIaAHOCTI TepMmiHy: "Ha
ChOTOJIHI TTOHATTS "1H(opMaIliiiHa BiliHa" BU3HAYAETHCA MMO-pizHOMY. Lle moB’s3aH0
3 Oarato3HauHicTiO TepMmiHny "information warfare", mo mnopoauno Oe3mid
pi3HOYMTaHb MPU HOTO TEpeKiIanax. 3a3HaueHe MOHATTS MOXKE TPAKTyBaTHCS SK
" XY LXS) " " XY " " XY
iHdopmaiiiina BiitHa", "iHpopMariitHe npoTHOOpcTBO", "iHpopMaliiHO -

noun

ICUXOoJoriyHa BiitHa" ".

BHCHOBOK, 1110 BUIUIMBAE 3 aHAII3y PI3HOMAHITHUX BU3HAYEHb TEPMIHY - LI€
CKJIQJHICTh TPEIMETY JOCHI/DKEHHS M aKleNTyBaHHA yBard Ha MEBHUX aCMEKTaXx,
30KpeMa: "Ha collaJbHO-KOMYHIKATUBHOMY acHEKTI 1HPOPMALITHIX BO€EH", 3T1HO
akoro "iHpopMalliiiHa BiliHAa MpEJCTaBise COOOI0 KOMYHIKATMBHY TEXHOJIOTIIO,
KOTpa Ma€ Ha MeTi AOCATHEHHS 1H(OpMaIliiiHOT TepeBaru B iIHTepecax HalllOHAJIbHOI
ctpaterii". B po6oTi [2] aBTOp BHCIIOBITIOETHCS 111010 PearyBaHHs Ha MOCT - IPaBy:
""MU TIOBHHHI BU3HATH IIEH TakK 3BaHUM 1H(GOPMAIIMHUA pO3Jaj] SK HEBIIKIAIHY
CYCHUJIbHY KPHU3Y 1 MIPOBECTU PETENIbHE MIKAUCIUILIIHAPHE HAYKOBE JTOCTIIKEHHS

17151 60pOTHOU 3 1i€t0 TPobIIeMOor0."

Pe3yabTatu gochaimkeHHs. BpaxoByroun TOCHIJKEHHS, IO MPOBEICHI
aBTOpoM [1], HaiO1IbIII Baie BU3HAYEHHS MOHATTS "iH(OopMalliiiHa BiiHA" 3 TOUKH
30py CYCIUILHOTO 3HaueHHs, onrcane B [3]: "[adopmariitna Bifina(IB) — BiiuB Ha
HACeJICHHS 1HIIOI KpaiHU y MUpHUIM a00 BIMCHKOBUI Yac depe3 PO3MOBCIOKEHHS

NEeBHOI 1H(OpMaIlii Ta 3aXUCT I'POMAaJISIH BJIIACHOI KpaiHU B1Jl TAKOTO BILTUBY".

Takum yMHOM, OCHOBHI 3aBJaHHs [B 3 TOUKM 30py BIUIMBY Ha CBIJOMICTb:
HEOOX1THUH BILJIUB HA BOPOra Ta 3aXMCT BIIACHUX TPOMAJIsH.

[ammit actiekT IB mo3Havenuit B po6oTi [4]:



"[ndopmarriiina BiliHa po3risaae iHGOPMALIIO K OKpeMHil 00’€KT abo sK
MOTEHIIIMHY 30pOI0 Ta BUTIAHY IIb. [HGOpMaIliliHy BiiHY MOXKHA PO3IJISIATH SIK
SAKICHO HOBUM B OOMOBUX i, aKTUBHA NPOTHISA B iH(QOpMaLIitHOMY MPOCTOPI.
[adopmariitna BiifHa — 11e aTaka iHpOpMaIliitHOi (YyHKII1, HEe3aJeKHO Bija 3ac00iB,

SIK1 3aCTOCOBYIOTHCS .

BaxinBaMm Ha cy4acHOMY eTari € BAKOpUCTaHHS | T TeXHOMOTi), 0 3HAaYHO
BIUIMBAIOTh HA KaHAJIM PO3MOBCIOKEHHS, 30epiraHHs, oOpOOKM Ta JTOHECEHHS
iH(popmarlii 10 HaceneHHs. KaHajceka aBTOpKa, IO CHENiadi3yeThCsl HA BUBYEHHI

"

BIfH cka3ana, " 1m0 3aco0u 1H(OPMAIIHOTO BIUIUBY 3MIHIOIOTHCS pPa3oM 13
TEXHOJIOTIYHUM NIPOrPEecOM, a TAKOX MPO COLIaJbHI MEPEXI SIK HOBY 30pOI0 B
1H(popMarliiiHii BiifHI."[5]

[npopmanito crocoBuo IB cmipg posrmsmatu i B KoHTekcri IT sk
1H(popMaIiiiny nepesary, 10 0Co0JIMBO BAXKIUBO JJI BINCHKOBUX JiH K "3/1aTHICTD

30upatd, OOpoONsATM Ta NOMMPIOBAaTH 1H(OpManilo edekTuBHIIE ado

edeKTUBHIIIIE, HI)K CYyIPOTUBHHUK."[6]
IcHye G6araro npuiioMiB BeieHHs 1H(OpMAIITHUX BliH.

- 361p iHdopMarlii — OIUH 3 HUX, OCKIJIBKH "TOM, XTO BOJIOII€ 1H(OpMAITIEIO

- BOJIOJII€ CBITOM";

Ines monsirae B ToMy, 110 YUM OublIe 1H(GOpPMAIIii, THM BULIE 0013HAHICTD
I0JI0 CUTYyaIlli, 0 BeJe A0 KpalluX pe3yJIbTaTiB y BUKOPUCTaHHI 1H(popMarIii 3
MIEBHOIO IIJUTI0, Y TOMY YHUCII MPOTH MPOTaralay Ta MaHIMyIFOBaHHS JJIsl 3aXUCTY

Ta MPOTUJICKHE 31 CTOPOHU BOpora (ColiaTbHO-KOMYHIKaTUBHHUM ACTIEKT).

TexHoJiorii TOYHOro BU3HAYEHHS MICIIC3HAXOKEHHS, TaKl SK HaBIraIjs Ha
OCHOBI TJI00aNIbHOT cuctemu no3uilionyBanHs (GPS), 3HauHOI0 MipOIO TOJIETIIITN
npo0JieMH 3HaHHS TTO3UIIIT TPOTUBHUKA Ta CTAJIM TIEBHOIO MIPOIO MOKJIMBI 3aBJISIKU
3aCTOCYBaHHIO TEXHOJIOTIA PO3BIIKM Ta CHOCTEPEKCHHS(BIMCHKOBUI aCMEKT

BUKOPUCTAHHS HOBITHIX TEXHOJIOTIN).



Taxki TeXHOJIOT{, 110 MOTJIM HAJATH TOCTOBIPHI (pakTH mepedyBaHHS BOpOTa,
TOYHUH dYac Hamaay - € TEXHOJOTISIMH 3aXHCTy Biax JAe3iHdopmaliii mpo

nepeOyBaHHs.
- [npopmartiinuii TpaHCIOPT.

30ip BenHKOi KIIBKOCTI BHUEPHHOI 1HQOpMarlii, 6e63yMOBHO, € XOPOIIOIO
MPAKTUKOIO, ajie BIH HE Ma€ BEIUKOI I[IHHOCTI, AKIIO iH(popMaIlisa 30epiraeTbcs B
CXOBHIIII i HE BUKOPUCTOBY€EThCS. TaKMM UMHOM, 3JJaTHICTh CBOEYACHO NIEPEIaBaTH
iH(popMaIlil0 B PyKH THUX, XTO il MOTpeOye, € 1€ OJHHUM BaXKJIUBUM aCIEKTOM
1H(dopMaIiiiHo1 BIHU. [HCTpyMEHTH, sIKi BAKOPUCTOBYIOTHCS B I1ii1 001acTi, - 1€ HE
30BCIM 30posi, a CKOpIllIe TEXHOJ]OrIi, SKI BUKOPUCTOBYIOThCS Y BIMCHKOBHUX
cutyamisx. HailiBaxnuBimuM 13 [OMX 1HCTPYMEHTIB €  KOMYHIKaIiliHa
1H(pacTpyKTypa, LI0 CKJIAJa€ThCS 3 MEPEeX KOMI'IOTEpIB, MaplIpyTHU3aTOPIB,
Tene(OHHUX JIHIHA, ONTOBOJIOKOHHOTO KabOento, TenedoHIB, TEJIEBI3OPIB,
pagionpuiiMayiB Ta THIIMX TEXHOJIOT1H 1 MPOTOKOIIB TpaHCIOPTYBaHHS JaHUX. be3s
[IUX TEXHOJIOT1 MOXJIMBICTh TPAHCIOPTYBaHHS 1H(POpMAIIii B PEXUMI PEATTBHOTO

gacy, 110 BUMAraeThCs 3a Cy4aCHUMH CTaHAapTaMu, Oyiia 6 HEMOKITUBOIO.
- 3axuct iHpopmaiii.

OpHuM 13 HaWOLIBII IMPOKO Y3TOHPKEHUX acleKTiB 1H(POpMaliiHO1 BITHU
€ HeOOX1/IHICTh MIHIMI3yBaTH 00CAT 1H(OpMAaIlii, 10 KO Ma€ JOCTYH BaIll ONMTOHEHT.
["'070BHUM 3aBJaHHSM I[BOTO € 3aXUCT 1HPOpMaLIli, IKYy BU MA€Te, BIJ 3aXOIJICHHS
1HIIOIO CTOPOHOI0. 30p0si, IKa BUKOPUCTOBYETHCS JIJISl 3aXUCTY Halloi 1H(popmarii,
NoAUIAEThCS Ha NBa kiacu. [lo-mepiie, 11e TexHomorii, ki (i3UYHO 3aXUINAIOTh
Halll KUTTEBO BAXKJIMB1 3aco0U 30€piraHHs JaHUX, KOMIT IOTEpU Ta TPAHCIOPTHI
MEXaHI3MH, BKJIIOYaoyd O0MOO- Ta KyJE€HEmpOOMBHI KOXYXH Ta MEXaHI3MH
3ano0iraHHsl BTOPTHEHHIO, TaKl sIK 3aMKH Ta CKaHyBaHHS B1IOUTKIB majibIliB. [lo-
Jpyre, TEXHOJIOTII, sIKl 3amo0iraroTh BUJMMOCTI Ta TMEPEXOIUICHHIO (parMeHTIB
Boporom. Ile, 6e3yMOBHO, BKJIIOYA€ OCHOBHI TEXHOJOTIi KOMIT IOTEPHOI OE3IeKH,

TaKi sSIK TapoJii, a TAKOXK OLIBII CKJIaIHI TEXHOJIOT1i- udpyBaHHS.



- [Iponarania Ta MaHimyItOBaHHS 1H(OpPMALIIETO.

IndopmariitHi MaHImyJISIli B KOHTEKCTI 1HPOpMAIIHHOT BIiHU — 11€ 3MiHa
iHbopMaIlli 3 METOI0 CIIOTBOPUTH KApTUHY pealbHOCTI omoHeHTa. lle MoxkHa
3pOOUTH 32 IOMTOMOTOIO PAJTY TEXHOJIOT1H, 30KpeMa KOMI FOTEPHOTO IPOrPAMHOTO
3a0e3MeyeHHs Al pelaryBaHHA TEKCTy, rpadikd, Biieo, ayAio Ta 1HIHX (Hopm
nepenadi iHpopmariii. Po3poOka MaHIMyJbOBaHUX JaHUX 3a3BUYall BUKOHYETHCS
BpyuYHy, MO0 Ti, XTO KOMAaHJy€, Majid KOHTPOJIb HaJ THM, K€ 300paKeHHs
MPEJICTABISIETBCA  BOPOTY, aje  BUIIE3TaJlaHi  TEXHOJOTrii  3a3BUYai
BUKOPUCTOBYIOTbCS [IJIsl TPUIIBHUAIICHHS TMpoiiecy (I3MYHOr0 MaHIMyJIIOBaHHS

MICJIS BA3HAYCHHS BMICTY.

[Iponaranay Ta MaHIMyJIOBaHHS MO>KHAa BBaXKaTH "aTakow'" Ha BJIACHUX
rpOMajisiH, P BIICYTHOCTI 3aXUCTY, CHOTBOPIOE Ta JIEMOpaii3y€e€ HACEIECHHs, L0
HEMO>KJIUBO BIIJIJIUTH MpaBAy BiJ HENpaBau, il GOPMYETHCS CBIT MOCT - MPaB/IM,
SKUU BUKOPUCTOBYETHCSI BOPOIOM, € OCOOJIMBUM METOJOM BIUIMBY Ha ICUXIKY Ta

3HIDKYE MOKITUBOCTI aHAITUHYHOTO PO3MI3HABAHHS y HACEIICHHS.

Kananu manimynsmii - 1€ 3arajbHOAOCTYIHI 1H(GOpMAIIiiHI KaHaIH, 1110
HACEJICHHsI B OLIBIIOCTI iM JIOBIpsi€: TeaeOaueHHs, pajaio, ra3eTH Ta HOBITHI KaHAIH
yepe3 MOOUIbHMI 3B'SI30K: OCOOJHMBO Tij 4ac BIMHM 3ajisiHI MecCeHKepH, M0
BUKOPUCTOBYIOTbCS BEIUMKUMHM criabHOTamMu: Telegram, Viber, WhatsApp, cami
MOOUIBbHI TesneoHU Ta couianbHl Mepexi. ITIICTynHICTh BUKOPUCTAaHHS TaKUX
KaHaIiB, 10 O0'€qHYIOTH CBIT Ta CHUIBHOTH, y IIBHUAKOCTI PO3IMOBCIOKEHHS
ne3indopmMaliii, a TakoX "SKIIO MU HE 3TOJHI IIOJ0 TOTO, IO € MPaBlIoo, TO
aBTOPUTAPHI MEPEkK1 MOXKYTh €()DEKTUBHIIIIE MTPOCYBATA CBOIO BEPCIIO PEATHHOCTI.

"[2]

VY po6orTi [2] aBTOp MomepeKae He OyTH JIETKOBAKHUMU CTOCOBHO MEMIB,
MaHIMYJSTUBHUX BiJICO YU JI0 TUX, XTO BUAA€ cebe 3a 1HITy 0co0y i1 BUKOPUCTOBYE
JOBIpY 110 1HIIO01 FoAuHM: ""JIeTKO MPUITyCTUTH, 1110 MEMH — I1€ HEIIKI[JINBA pO3Bara,

a He MOTY’KHAa HapaTUBHA 30p0si B OMTBI MIX J€MOKPATI€IO Ta aBTOPUTAPU3IMOM. AJie



BOHH € OJIHUMU 3 IHCTPYMEHTIB HOBHX IJI00aIbHUX 1H(OPMALIIHHUX BOEH, 1 BOHU

OyIyTh pO3BUBATHUCS JIMILIE B Mipy MPOrpecy MalIMHHOTO HaBYaHHS. "

[ndopmarriitna BiiiHa — 1€ omeparris, sika IPOBOJAUTHCA 3 METOI0 OTPUMAHHS
1H(pOopMaIliiiHOT ITepeBaru HaJl CylpoTUBHUKOM. BoHa nosisirae B KOHTPOJIi BIIACHOTO
iH(GOPMAITIHHOTO TPOCTOPY, 3aXHCTy MOCTYMy 10 BiacHoi iH(opmarli, mnpu
OTpUMaHHI Ta BUKOPUCTAaHH1 iH(OpMallii ONTIOHEHTa, pYHHYBaHHI iX 1HGOpMaIlIHHIX
CHCTEM Ta MOpPYILIeHHs 1HpopMaIifHOro NOTOKY. [H(opmaliiiHa BiifHa HE € HOBUM
SBMILIEM, aJle BOHA MICTUTh 1HHOBAIlliH1 eneMeHTH. [HpopMalliiiHi BIHHU MOXYTb
MPOXOUTU KiTbKOMa nuisixamu. KibGeprpocTip 1 moB'si3aHa 3 HUM 00J1aCTh HOBHX
TEXHOJIOT1 CTBOPIOIOTh BAXJIMBE MOJ€ [Js 1HQOpMaUliHOI BiMHU. J{IsUIbHICTH
KiOepBIMHM MOXe CKJIaatucs 3 KibepaTak, pyHHyBaHHs 1H(OpMAIIHHUX CHCTEM
CyNpOTUBHUKA, aj€ BOHM TaKOXX MOXYTh BKJIIOYATH TaK 3BaHl COIllaJIbHI
Ki0epaTaky, CTBOPIOIOYM y CBIIOMOCTI JIoJed crnenu@iuyHuil oOpa3 CBITy, LIO

BIJIMOBIAA€ IIAM 1H(POpMAITiHHOI BiiiHH, SKY BEJC 1aHa KpaiHa.

3axuiaTtucs Bij atak 300py iHGoOpMaIlii 03HAYa€ HE JIaTHU HAIIUM BOPOTam
310patu 1H(}OpMaIllito Mpo Hac 1 Tpo KOHDIIKTHY cuTyallito. Lle nependayae 3axuct
Hamoi BJacHOi 1H(oOpMaIli BiJ MEPEXOIJICHHS Ta 3amo0iraHHsS MOTPAIUITHHIO
iHpopmariii 10 00’ekTiB 300py Bopora. OCHOBHOIO TEXHOJIOTIYHOIO 30PO€I0 IS
3aXHUCTy BiacHOi 1H(opmarlii € mudpyBanHs. Ha xanb, HelmogaBHE 3pOCTaHHS
CKJIaAHOCTI Kpunrorpadii mgyke YCKIaAHWIO KOHTp3axoau. "JlekomyBaHHS
MOB1JIOMJIEHb, CTBOPEHUX KOMI'FOTEPOM, IIBUJIKO cTa€ HEMOXJIMBUM. KomOiHalris
TaKUX TEXHOJIOTIH, K CTaHIapT motpiiHoro mudposoro mudpysanus (DES) mis
nepeaadi MOBIOMJICHh 32 JOMOMOTOI0 3aKpUTHUX KIIOUiB, 1 MmudpyBaHHSA 3
BinkputuMm kimrodem (PKE) nnst mepemaui mpuBaTHUX KIIIOYIB 32 JIOMOMOTOIO

BIJIKPUTHUX KJTIOUIB".

Xoua kpunrorpadis € Halle(peKTUBHIIIO0, BOHA HE € €EAMHUM IHCTPYMEHTOM
3axucty 1H(opmariii. HacripaBi maposti € HabaraTo OiIbII MOMIUPEHOI TEXHIKOIO

JUTSE 3aXUCTY 1H(QOpMAIIHHUX CUCTEM B1J] HECAaHKIIIOHOBAHOTO AocTymny. OnHak, Ha



YKaJh, CHCTEMH TIapOJIiB 3aJIeKATh BiJl JIFOACH, K1 BIZICTEXKYIOTh 1 BBOJIATH KOJIH, 1110

CTBOPIOE OJIAA HUX 3HAYHY BpaBJ'II/IBiCTB.

SIK TUTBKM BOPOT Ma€ iH(OpMaILito, Majo XTO MOXKe 3poOUTH, 100 3amodirtu
MaHIIMyJIIOBAHHIO HEl0. 3 OTJIsAAy Ha 1€, HACIpaB/l ICHY€E JIMIIE ABAa KOHTP3aXOaU
JUISL 3aXHCTY Biag Takoro poay arak. Ilo-mepimre, mMo)kHa mpaitoBaTd, 100 HE
JIOIYCTUTH MepexoryieHHs iH(opMaliii BoporoM. HaliepekTUBHIIIUMH Ty T € METOIN
3aXUCTY 1H(pOpMaIlii, OCKIJIbKA BOHU HE JO3BOJSIOTH BOPOTY OTPUMATH JOCTYIH JO
iH(popmarrii ado 3po3yMmiTH ii y moyaTkoBiid (opmi. dpyruii, i, MOXKIMBO, OLIBII
BOKJIMBUN KIFOU Y 3aXMCTI BiJl MAHIMYJISIIN 3 TaHUMH — 3aMl00IrTH TOBTOPHOMY
BBEJICHHIO 3MIHEHUX JaHUX Yy MOTIK peanbHOoi 1Hpopmarii. Ha macts, ams uporo
ICHY€ KiJIbKa METOJ[IB, HAUMOLIUPEHIIIOW 3 SKUX € pe3epByBaHHS. 30Mpa0uu Ty
camy 1IH(QOpMaLIIO 3 KIJTbKOX 3alBUX JIPKEpEIl, BU 30UTbLIYyET€ HMOBIPHICTB TOTO, IO
npaBWibHa 1HpOpMaIlisa mpoiae. HaBiTh SIKIIIO BOpOTY BAACThCS 3IMCYBATH 111 JIaHi
Ha OAHIA JiHII 3B’SI3Ky, BH JIETKO BHUSBUTE IIOTaHl JaHl, OCKUIBKA BOHH

BIJIPI3HSIOTHCA BiJl KAPTUHU, HAMAJILOBAHOI PELITOI0 BAIIMX JKEPET.

Mu 6auumo, mo iHpopMariiitHa BiiiHa HE MEHII CKJIaaHa, HIK TpaJauIliiiHa
BiifHa. BoHa BKIItOUae O6arato pi3HUX CTpaTerii, TEXHiK, 30poi Ta 3axucty. barato
XTO CTBEPJIKYE, IO MiArpyIa TeM, IPEICTaBIeHUX TYT AK iH(opMaIlliiina BiiiHa, He
BPaxOBY€ BaXKJIMBUX 3arpo3 HAIlOHANBHIN Oe3meri. Alle bOro JOCTaTHBO, 100
Halll BIMCBKOBI Oysn 3aiHATI Jqyke A0Bro. OCKUIBKU Ti, XTO 3aiiMae JiAUpyroul
no3utii B iHopMaIIiifHii BiliHI, JI3HAIOTHCA OLIBIIE MPO HOBI 3arPO3H, MOB’sA3aHi 3
iH(opMalli€ero, MU 3MOXKEMO JOJaTH iX 10 Tepeniky MeToaiB "itHdopmarliiHoi
BiiHM" Ta MOYaTH BU3HAYaTH 30pOI0 Ta KOHTp3axoau st HUX. Jlo Toro yacy mu
MOBUHHI BUKOPUCTATU 1HPOPMAIIiI0, IKYy MAEMO, 11100 MIATOTYBATUCS J0 TOTO, 100

OyTu koMOaTaHTaMu B iH(pOpMaIIHHIN BiiHI, sIKa BXKE BUPYE.

[Hdopmaliis € IHTEPKOMYHIKATUBHOIO, TOMY il HE MOXKHA KJIacu(piKyBaTH 3a
CEeKTOpaMH 4M ramy3siMu. Jly’ke MOMMIIKOBO BBaXKaT, 1O 1H(OpMaIis JUIIe y
BIMCHKOBIN cdepl 3aciayroBye Ha 30€peKEHHsS TaeMHUIN, a iHdopMmarlis s

[UBUIBHUX ITiJIEH HE BIIHOCUTHCS JI0 KaTeropii ceKpeTHOCTi. MaKTUYHO, SKIIO HE



BXKUTH 3aX0/11B O€3MEKH AJIs 3aXUCTy KOMIT I0TEPIB 1 Mepex, iIHhopMalis Moxe OyTH
BTpaueHa. [logiOHUM YMHOM, SKIIO MH JAyMaeMo, II0 OTPUMYBATH iH(opMaIlito
BOpOra — II¢ CIpaBa BIJILIIB PO3BIIKK Ta OE3MEKH, 1 10 BOHA HE MaE€ HIYOTO
CHUIBHOTO Hl 3 KUM IHIIUM, MU BTPaTUMO TapHy HAaroay BUTpaTu iH(opmaiiiHy
BiiHY.

IndopmarniitHa BiliHa TOBHICTIO BIAPI3HAETHCS BIJl 3arajlbHONPUUHSITOL
KOHIICMI[li HaIlUTFOBaHHS Ha IUIb 1 3HMUINCHHS 1i KyJIsIMH, a00 KOMaHIUPIB, SKi
CIUPAIOTHCA HA 300pakKeHHS Ta 300paKEeHHS, OTPMMaHI 3a JOTIOMOTOI0 B13yaJIbHOTO
BUSIBJICHHS Ta 3a JOMOMOTOI0 OOJIaJHAHHS JAMCTAHIIIIHOTO 30HyBaHHA, s
NPOBEJCHHS omepaliid 3 kapTu abo mimaHoro cToily. BoHa KomTye Hemoporo,
OCKIJIBKM BOpO’Ka KpaiHa MOXKe OTpUMAaTH Mapaiidyrounid ynap depe3 IHrepHer, a
CTOPOHA, IKa OTPUMYE, HE 3MOKE 3p0O3yMITH, AUTAYA 1I€ BUTIBKA UM HamaJ ii Bopora.
[{s xapakTrepucTuka iHhopMaliiHO1 BiifHM BU3HAYAE, 1110 KOKEH YYACHUK BIMHU Ma€
BUIILY HE3AJICKHICTH 1 OUThINY iHIIIaTUBY. KpiM Toro, [HTEepHET MOKE reHepyBaTH
BEIIUKY KIJTBKICTh HEMOTpiOHOI 1H(dopMmarlii, ska 3aiiMae OOMEXeHl KaHalu Ta
npocTip 1 OJIOKyE 10 BJIACHOI CTOPOHU. ToMy Juille BBIMKHYBIIM B1JIOBIJHI
CUCTEMHU Ta TIOEJHABIIM JIIOJACHKANA IHTENEKT 13 IITyYHUM I1HTEJICKTOM 3a
e(deKTHUBHOI opraHizailii Ta KOOpAHHAIlll, MU MOXXEMO BTONUTH HAIIUX BOPOTIB Y

OKeaH1 1H(opMaIIfHOTO HACTYILy.

Haponna BifiHa B ymoBax 1H(opMamiiiHOT BiffHM BeEIETbCS COTHIMU
MIJTBHOHIB JIFOIEH 3a JIOMOMOTOI0 Cy4YacHUX 1H(GOPMAIIMHUX CHUCTEM BiJKPUTOTO
tumy. OCKUIbKY TPaAUIIHHUN CIOCIO MPOMMCIOBOIO BUPOOHHUIITBA 3MIHMBCS BiJ
HEeHTpaji3aiii A0 Jucrepcii, a KoMepiliiiHa AisSUIbHICTh MOUIUPHUIAcs 3 MICBKHUX
palioHIB Ha CIIILCHKY MICIIEBICTh, pOOOUYNI METO/ 1 CIIOCIO B3aEMO/IIT y TIEPBICHOMY
po3yMiHHI Bce Oublie 6a3yroTbest Ha iH(opmarii. [TomiTnuna MmoOuTi3allis Ha BIHHY
MOBUHHA TIOKJAAaTHCS Ha iHdOpMarliiiHi TexHoJorii, mob cratu e(eKTUBHOIO,
HaIPUKJIA], IIJIIXOM CTBOPEHHS Ta PO3MOBCIOJKEHHS MPOrPaMHOI0 3a0€3MeYeHHs
NOJITUYHOT MOOUTI3alliil yepe3 [HTepHET, po3cuiaHHs NAaTPIOTUYHUX MOBIIOMIIEHB

EJICKTPOHHOIO TIOIITOIO0 Ta CTBOPEHHS 0a3 JaHUX JJIS TPATUIIAHOT OCBITH. Takum



YUHOM, CYYacHI TeXHIYHI 3aco0M MacoBoi iH(popMallii MOXYyTh OyTH TMOBHICTIO
BUKOPHUCTaHI, a e(eKT BIJKPUTOCTI Ta IMOWUpeHHs I[HTepHeTy Moxke OyTu
PO3MIUPEHUM, 11100 JOTOMOTTH MOMITHYHINA MOO1TI3aIiil 311MCHIOBATH CB1M TOHKHUH
BB, KopoTmie kaxydu, 3HAYCHHS Ta HACTIAKA HApOJHOI BIMHU TIHMOOKO
3MIHUJIKCA B 1HGOPMAIIHHY €IoXYy, 1 IIaHCH TOTO, IO JOW BUSIBJISATH 1HIIIIATUBY

Ta BUMAJAKOBO OEpyTh y4acThb y BiifHi, 3pOCIH.

OcoOnuBa TEXHOJIOTiSI BeAeHHS 1H(OpMAIIHHOT BIMHU Yepe3 Mepexy
InTepHer. BcecBiTHS Mepexa Bce OUIbLI PO3UIMPIOE MOKIIMBOCTI 300py AaHUX,
3axucty i1H(popmalli Ta 3puBy iHGOpMAIlii, a TaKOX MOJIETIIy€E JOCTYI K 0
rpOMaJiiH TEBHOI KpaiHW, Tak 1 J0 MDKHApPOJHOI CHIUIBHOTH. BpaxoByroun
MIBUJKICTh KOMYHIKAIlli, IIMPOKE OXOIUJICHHS Ta HHU3bKY BapTICTh 1H(opmarrii
CoLlaJIbHI MEPEKI BIAIrParOTh BUPIIAIBHY poib. CaliTh coliadbHUX MEPEK TAKOK
€ LIHHUM JIPKEpesIoM 1H(pOopMallii Ipo LUJIbOBI TPYMH, Ha K1 Mae OyTH CIIpsIMOBaHa

1H(popMmaliiiHa JisIbHICTb.

"Ham moTpiOHO po3ymiTH mepenady 3HaHb B IHTEpHETI; MOXOKEHHS,
MOTHBaLlll Ta TaKTHKa Je31HQOpMalliiHUX MepexX, SK 3aKOPAOHHHMX, TaK 1
BITUM3HSIHUX; 1 IK caMe HaBITh HAHOCBIYEHIII HTyKayl I0Ka31B MOKYTh MUMOBOJII
CTaTH YaCTHMHOKO omeparlii BIMBY. Maio 1o BiJOMO, HAMpPUKIIAJ, PO HACTIAKU

TPUBAJIOTO BIUIUBY."[2]
[HTEpHET BUKOPUCTOBYE, CEPE 1HILIOTO:

o ®dalpuku TpPOJIB — OpraHizaiii, Ha SKUX MPAIIOIOTh JIIOAH, SKI
nyOJiKyIOTh KOMEHTapi B IHTepHETI BIAMOBIMHO JO 3aBJaHb 3aMOBHUKA,
BUKOPUCTOBYI0UYH (elKOBI Mpodisii B COIIAbHIUX MEpexkKax.

e borm — nporpamu, sKi aBTOMaTUYHO HAJICHIIAFOTh TTOB1JOMIICHHS.

e  dajbIIMBI HOBUHU — ITOB1JIOMJICHHSI, CITPSIMOBaH1 Ha BBEJICHHS B OMaHY
KopuctyBauiB 3MI.

3MI He TUTBKM TOBIAOMIISIIOTH TMPO BOEHHI KOH(MIIIKTH, a # CTarOTh

00’€KTaMU aTak, 30Kpema, ae31H(opMalli€ro MUITXOM NOMMPEeHHS (PEHKOBUX HOBHUH.



Kypuanictu wmaoTh OyTH HaI3BHYaHO OOEPEKHUMH Yy TMEpeBipIi
iH(opMairii, MoB’s13aHOI 3 MDKHAPOJHUMH BIAHOCMHAMHU, OCKUIBKH TOBIIOMJICHHS,
K1 BOHU OTPUMYIOTh, MOKYTh OYTH YaCTHHOIO JAe31H(POpMaIliiHOI A1sIbHOCTI. [HIIa
npobiieMa 4acTo MOB’si3aHa 31 3JJI0MOM BeO-CalTiB, MPOPUIb SAKUX MPOTHICKHHIMI
JUSTBHOCTI JiepkKaBu, 10 Beae iH@GopmariiiHy BiHy. KopucryBaui 3MI Takox
94acTO CTAIOTh KepTBaMH 1H(POpMAIlIHHOT BIHHH, sTKa BEACTHCS SIK 3 JOTIOMOTOF0 TaK
3Banux Tpaauuidaux 3MI ta IaTepuer. O3Haku mpomnaranau Ta Ae3iHpopmarii
NPUCYTHI B YMCICHHMX MNOBIIOMJEHHAX 3MI, BKIIOYaroud TpajauiliiiHl Mmerdia, a
Takox corianbHi Menia. KopucryBaui 3MI Bce Oiibliie yCBIIOMITIOIOTH 1€, BOHU €
o0'ekTamu  (Z1€3)iHPOPMaIIMHOI JISJIBHOCTI, COPSAMOBAHOI Ha BIUIUB Ha iXHE

CIPUAHATTS TIMCHOCTI.

"Bcesika BiiiHa 3acHOBaHa Ha 0OMaHi", — 3asBUB CTApOJAaBHIM KUTAUCHKUMA
BilickkoBull ctparer Cyns [[3u B "Mucreursi BiiHU" (HamucaHO B 5 CTOJITTI A0
Hamioi epu). OCKUIbKY Bce O1IbIIE HAIE )KUTTS MepEMIIyeThcs B [HTepHeT, 6arato
XTO BBaXKa€, 10 BUKOPUCTAHHS Je31H(popMallii K IHCTPYMEHTY NEpPEKOHAHHS Ta
30poi BIUIMBY JOCAIJIO HOBUX BUCOT. MU MaemMo Oublle JOCTYIy A0 HOBUH, HIXK
OyI1b-KOJIM paHillie — BiJl OCHOBHUX KaHaJIIB HOBHH JI0 COIIIAIBHUX MEPEXK 0 Paio
Ta noakacTiB. | jeriie, HiXK OyAb-KOJIH, 3B’ SI3aTUCS 3 HAMU — Y OyAb-SIKUIl Yac JHS
Yl HOYl — Ha OyAb-SIKOMY 3 HAallUX YUCJIEHHUX MPUCTPOIB, MIAKIIOYEHUX [0

Mepexi.

3pocTaHHs BIUTMBY [HTEpHETY Ta COIIAJBbHUX MEPEXK MOCHIMIO MPodiieMy
delikoBUX HOBUH. TpaaulliiHa MOJieJlb HOBUH, KOJIM HEBEJIMKA KUIBKICTh 3MI,
YKOMIUJIEKTOBaHa TMIArOTOBJICHUMHU O>KypHAJIICTaMH, SKI OepyTh I1HTEpB’'IO0 Y
HAJIWHUX JOKEpell, a TIOTIM TepeBipstoTh 1H(opmarlito nepen myomikariero, Oyna
MOpYyIlIeHa MOTOYHUM Mejia-cepeaoBuiieM. ChOorogHi Teopii 3MOBH Ta YyTKH
JIOCHUTH JIETKO TOIIHUPIOIOTHCS Yepe3 Pi3HOMAaHITHI KaHald, TOBIAOMIICHHS, 5Kl €

Oe3nepepBHUMHU, 1 CEPEOBHUIIE, IKE YaCTO HE MOMIYa€e CyNepewInBy iH(popMmalrito.

PeanpHICTh — 1I€ TUTAaHHS COPUUHATTS, a iHhopmalis GopMye peaabHICTb.

3MilleHHS PeaTbHOCTI 32 JOTIOMOTOI0 HEeTIpaBauBoi 1HGopMarlii nectabdinizye — i



MO>K€ MaTH CEPUO3H1 HACIIIKA JJIS TICUXIYHOTO 3/I0POB’ Sl — MPHU3BEJIE 10 3HAYHOTO
3aHEMOKOEHHS TOIIO. MU XUBEMO y CBITI J€ yce€ JyKe B3a€EMOIIOB’SI3aHO, HE
noTpioHO Oararto, MO0 MEePEeKUHYTUCS B HECTAOUIBHICTh YU HABITh Xa0oC. XOpoIla
HOBHHA — 1 11€ HE (PeIK — MOJIsIrae B TOMY, 1110 BH MOKETe 3pOOUTH KiIbKa KPOKIB,

1100 3aXUCTUTH ce0e B1JI HETATUBHOTO BIUTMBY (heMKOBHUX HOBHUH.

"Majio 1m0 BiJIOMO, HANpHUKIAJA, PO HACIIJKH TPUBAJIOTO BILUIUBY
ne3indopmMariii abo mpo Te, K BOHA BIUIMBA€E HA HaIl MO30K a00 MOBEAIHKY MpH
rosiocyBanHi. [1[006 BUBUMTH 111 3B’A3KH, TaKl TEXHOJIOT1YHI TiranTH, sik Facebook,
Twitter 1 Google, MoBrHHI HalaTH OUIBIIE CBOIX JaHUX HE3AJICKHHUM JOCIITHHUKAM
(3aXMILAI0YH MPU HHOMY KOH(PIAEHIIHHICTh KOPUCTYBauiB)."[2]

OT1xe, 110 MU MOKEMO 3po0UTH, 00 OOpoTHCS 3 (EHKOBUMH HOBUHAMM?
- He BipTe BchoMmy, 1110 UnTa€ETE!

[lepeBipsiite daktu. IlpocTi pedi MOXKyTh JONOMOITH: NEPEBIPTE AATY
crarTi Ta jpkepeno iHdopwmarii. [lomusiThess Ha iH(popmamito B URL-ampeci.
AxkaneMiuHi yctaHoBH (Tio3HauaroThes .edu) ta ypsia (.goVv) MOXKyTh OYTH OJTHUMH 3
HaWHAMIMHIIIUX MICIh JJIs JOCHIIXEHb, CTATUCTUYHUX JaHUX Ta (PaKTUUHOI

1Hpopmarrii.
- [TinTBepabTE 1HPOPMAILiTO

Tak, MU 3HaeMO, 110 BHU 3alHATI, 1 AJIs PO3BIHUYBaHHS (PEMKOBHX HOBUH
noTpiOen 4vac. Tox 3BepTaiiTecss n0 opraHizailiii, sSiki MPUCBAYYIOTH ceOe Takii
cipuiit po6ori. IxHs wMicis: komum ge3iH(oOpMalis NPUXOBYe NpaBAy, BOHHU
MPUKPUBAIOTH 3aBICY 3a JIOMOMOTOIO0 MEePEBIPKH (PaKTIB, OPUTTHAIIBHUX PEMOPTAXKIB
PO PO3CIiAyBaHHA Ta HAJaHHS aHAJI3y Ha OCHOBI JOKa3iB 13 33I0KYMEHTOBAaHUMU

JDKEpETaMH.
- IlepeBipTe cBOi ynepeKeHHs

Tak, MU po3yMi€MO, 110 1€ HEMPOCTO. MU MaeMO TEHJACHIIIIO CIIpUHMATH

iH(opMallito, B KOTPY MU BXKE BIPUMO, 1 BIIKUIATH TY, SIKY BBAKAEMO



HEAOCTOBIpHOIO. [[10 KOHIENIIII0 Ba)KIMBO 3HATH, OCKIIBKU BOHA JTOTIOMAara€e Ham
3pO3YMITH, SIK COLIAJIbHI Mejla MOXYTh BIUIMHYTH Ha BIIJIYHHS JyMOK. Tomy
HACTYITHOT'O pa3y, KOJIM BU OyAeTe BpakKeHi MyOJIiKaIll€lo B COIIAIbBHUX MEpekax
PO TOJITHKA, SIKOMY BU OIOHY€TE, 3yMHUHITHCA 1 TOCTABTE Mij CyMHIB T€, 10 BU

IPOYHTAIIH.
- 30epiraiite MO4yTTsI TYMOpPY

OpHi€r0 3 HAMMOTY>KHIMINX 1 HAWTO3UTUBHIIMINX 3aXUCHUX CTPATETiil, IKi MU
Maemo, € rymop. HiuHa koMezisi Ta MmoyliTHYHA caTUpa HE 3MIHATH HOBHHH, ajie
MOXXYThb JOIMOMOITH 3MEHIIMUTH CTPEC 1 TPUBOTY, BHUKJIHMKaHI HUMU. CMiIX —

O€3KOIITOBHI JIIKH, TOMY 0arato cMiiTecs.
- Kanan cuiibHUX TIOUyTTIB

[TepeTBOpeHHs BallluX MOYYTTIB CTPECY B A1I0 MOKE AOMOMOTrTH. Buxoabte
Ha aKUil0 MPOTECTY, MOYHITh METULII0 Ta HAAIIUIThH 1i 3aKOHOAABLSAM ILITaTy Ta
dbenepaibHOMY 3aKOHOJIAaBCTBY, 3BEPHITHCA 10 1HPOpMaIlii, sikiii Bu BipuTe. L HOBa
epa (elKOBHX HOBUH HE 3HUKHE, ajle MM MaeMO cuily ajgantyBatucs. Commepexi
HaIpyKytoTh Bac? BUMKHITH po3eTKy. UM HaaTO MOCTIMHI Ta 3alyTaHl HOBUHU?
Bumkhu. [ XT0 3Ha€, MOXKIIMBO, HA IONTOMOTY TIPHiiIe caMe TEXHOJIOT1s, SiIKa CIIpHsiia

BUHUKHEHHIO NMPOOJIEMHU.

BucHoBkn: HoBiTHI TEXHOJIOTI Jal0Th 0araTo KOPUCHOTO sl 00OpOTHOU Yy
iH(opMaIIiHUX BiifHaX, OJHAK 1 CTBOPIOIOTh CKJIAJIHI YMOBH 4Yepe3 CKIIAIHICTh
CUCTEM Ta TEXHOJIOTiH, BuKopuctoBytour IT, 0cobiMBO comiaibHI MEpexi, A

CTBOPEHHSI BIPTyaJIbHOI CIIOTBOPEHOI peaTbHOCTI.

"SIK110 JOCTITHUKY 3MOXKYTh 3’ ICYBaTH, 110 3MYCUTD JIFOACH 3pOOUTH TIay3y
JUTSL PO3IyMIB, 1I€ MOXKe OyTH OJHUM 13 Hale(EKTUBHIMIMX CIOCOOIB 3aXUCTUTH

nyOIIYHUN AUCKYPC 1 TOBEPHYTH CBOOOAY TyMKH."[2]
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Menvnux A.1O,.
3000y8ay 0C8IMHLO20 CMYNEHs «DAKanasp» cneyianbHoCmi
«Exonomiuna kibepnemukay
Gaxynememy inghopmayivinux mexronoziti 4 kypcy 1 epynu
eporcasnuti nayionanbHUuti Mop2o8eibHO-eKOHOMIYHUL YHIgepcumem
m. Kuis, Ykpaina

I'IBPUJIHI BIMHU Y NOJITUYHUX KOH®JIIKTAX

AHoOTamifA: Y HayKOBiil CTAaTTI PO3TJSHYTO poJib iH(POPMAIIHOI BIfHU y
CYYacCHIH MOJITUYHIN IPaKTHUL Ta 1 MOKJIMBOCTEN BIUIMBY Ha EPEOIr MOTITUYHOTO

KoH(DIikTY. BUB4eHO mixoau 10 NOHATTS 1HGOpMAIliiiHOT BIHHU B pamMKax
HAyKOBOI AMCKYCIi MPO pIBEHb CAMOCTIMHOCTI LIOTO SIBUIIA SIK OKPEMOI'O BHIY

BiifHH. [{oCIiI)KEHO KOMIIOHEHTH 1HPOPMAIIIHHOT BIHH, Yy TOMY YHCI1 CyYacHi
TEXHOJIOT1i BIUIMBY Ha KIOEpIIPOCTip, aTaKU Ha KOMITFOTEPHI CUCTEMH, pOIarasja.

KuarouoBi cioBa: indopmartiiiina BifiHa, 1HQOPMAIIHHO-TICUXOJIOTTYHUN
BIUIMB, KIOGpHETUYHA BiilHA, TMOMITHYHUNA KOH(JIIKT, €JEKTPOHHA BiiiHa,
1H(pOopMaIiiiHI TEXHOJOT1.

[HdopmariitHi TeXHONOTIi HAa Cy4aCHOMY pIBHI PO3BHUTKY CTBOPIOIOTH
HIMPOKI MOXJIMBOCTI YIPaBIIHHSA MOJITUYHUMHU KOH(IIKTaMH AK Yy MacmTadax
OJIHI€] JIepkaBW, TaK 1 Ha perioHAJIbHOMY piBHI. J[aHi TEXHOJOTrIi, 10 AKTUBHO
3aCTOCOBYIOTbCA B 1H(OpMAIHUX BilfHAX, MaloTh HHU3KY TMepeBar Tmepen
TpaauIIMHUMHU 3aco0aMu OOpOTHOM 3aBASKM CBOEMY MAacCOBAaHOMY BIUIMBY Ha
MOPAJIbHUN — TICUXOJIOTIYHHUI CTaH HACEJCHHS KPaiHU-TPOTUBHUKA 200 OKpPEeMHUX
napTiii, pyxiB Ta NOJITUYHUN 00'enHanb. OcobiuBa mnepeBara iH(GOPMALIHOI
OOpOTHOM TOJSATa€e B TOMY, IO CHEICTYKOM HECHPOMOKHI CBOE€YACHO BUSBUTHU
nomiOHMII BUJ BIUIMBY Ta BXUTH 3aXHCHHUX 3aXOJiB I 3a0e3leueHHs
iHopMmariitnoi Oe3neku. [HdopmaniitHa Tpomaranaa sK HEBIA'€MHA 1 3HAYYyINa
yacTuHa 1H(MOpMaIiiHOT BIWHM CTBOpPIOE aTtMochepy aMopaidbHOCTI  Ta
0€3/TyXOBHOCTI, JI€30PIEHTYE HACEJICHHS, KOHTPOJIb HAaJl SKUM CTAa€ HEMOXKJIUBO
BCTAaHOBUTU MHUPHUMHU 3acoOamu. HaitHeOe3neyHImMM HACHIAKOM TaKOro BIUIMBY

CTa€ MaJiHHI aBTOPUTETY Ta JIETITUMHOCTI JEP>KAaBHOT BJIAIU, MPOTH SAKHX



HalyacrTimie 1 cpsiMoBaHi iHpopmaliitHi araku. [HdopmariiiHi TeXHONOTIT nenani
YacTillle 3aCTOCOBYIOTHCS 3 METOK JecTaOumizaiii MOMITHYHUX BITHOCHH MIXK
OKpeMHUMHU CyO'€eKTaMH Cy4yacHOi TMOJITHUKH, MPOBOKYBAaHHS IMOJITHYHOTO
kKoHGiKTY. IH(dopmamiiiHa BiifHA B TOJITUYHOMY KOH(QIIIKTI Opl€HTOBaHA
HacaMIiepe/l Ha BHECEHHSI PO3KOTY B TPOMaISTHChKE CyCUIbCTBO. Haciakom Takux
iH(OpMAaIIHHUX 3aXO/diB CTa€ TPOMAISHChKA BiliHA, sKa B yMOBaX CKJIQJHOI
30BHIITHBOIIOMITUYHOI OOCTAHOBKH YCKJIQJHIOE MPUUHATTS PIIICHb MOJITUYHOIO
elmiTor0 uepe3 Oe3naaHl MacoBi NHPOTECTH, akiii Ta 3aBopymieHHs. IITydHo
1HII1MIOBaH1 31TKHEHHSI HA pENIriiHif, eTHIYHIA Ta HalllOHAJIbHIA OCHOBI CTAaIOTh
(GyHIaMEHTOM J1JIs1 MOKJIMBOT'O 3HUILIEHHS 1CHYIOUOT0 MOJIITUYHOTO YCTPOIO B JaHii
nepskaBi. TpuBana mponaranaa He TUIBKY BeJI€ 0 pyHHYBaHHS JIep>KaBU 3CEPEIUHHU,
ale ¥ 3HIKYyE MDKHApOJAHUNA AaBTOPUTET KpaiHU-TIPOTHBHHUKA, IO 3TOJOM
MO3HAYAETHCS HAa MOro BITHOCHMHAX 13 perioHaAIbHUMU MapTHepaMmu. [HpopMmariiiina
BiifHa nenani OUIbIIE JOBOAUTH CBOIO €()EKTHUBHICTH y JOCSATHEHHI MOJIITUYHUX
L1JI€H y perioHl Ta 3JaTHA 3aBJaTH HEMOIPAaBHOI IIKOAW TOMY, MPOTH KOTO BOHA
BEJIETHCSI.

KoHrnentyanbHOIO OCHOBOIO TeOpii 1H(pOpMaIiHOT BiiHH, HA TyMKY aBTOpa
HAyKOBO1 cTaTTi, € Teopid "M'sakoi cunmu" C. Mana. TepMmiH «M'sika CUjiay UPOKO
YBIHIIOB Yy JIGKCUKOH TOJIITUKIB Ta BUYCHHX. «M'Aka cuiia» cTa€ KOMILJIEKCHUM
IHCTpYMEHTapieEM  JUIsl  JIOCATHEHHS  TOJITHYHUX  I[JIeH, SKy  MOJKHA
BUKOPUCTOBYBATH MEPMAHEHTHO SIK B YMOBaX BIAKPUTOrO 30pOMHOTO KOH(IIIKTY,
Tak 1 y MUpHI mepioaw cmiBmpani. «M'ska cuiia» BKJIIOYa€E Hacamriepes Ti
TEXHOJIOT1i, SKi HAaWMEHII 3aTpaTHI, MalOTh CJIa0Ky pO3Mi3HABAHICTh 1 BHUCOKY
eheKTUBHICT, y TpaHchopmalli MOBEAIHKA TMOJITHYHOTO CYNPOTHBHHUKA HE
CHJIOBUMHU MeToJlaMu. AJie, BOAHOYAC, CI1J] 3a3HAYUTH, 110 B YMOBaX MOCHJICHHS
r100aabHOT KOHKYPEHIlli, BUKOPUCTAHHS «M'SIKOi CHJIM» 3 METOK MOJITHYHOTO
TUCKY Ha CYBEpEHHI JepKaBU HaOyBa€ NECTPYKTUBHOTO Ta MPOTHIIPABHOTO
xapaktepy. [logiOHy MOoJMITUKY 3 BUKOPUCTAHHSM 1H()OPMAIIHHUX TEXHOJOTIH SK
METOJy «M'SIKO1 CHJIM» MOJKHA IHTEpHpEeTyBaTH SK MpoTunpaBHe «M'sika cumay

PO3TIIAIA€THCS TEOPETUKOM SIK 3/IaTHICTH BIUTMBATH HA 1HII JCPIKABH 3 METOIO



peasizailii BIACHUX IIUIEH 4epe3 CHIBOPALI0 Yy MEBHUX cdepax, CIpsSMOBaHYy Ha
nepeKoHaHHsT Ta (GOPMyBaHHS TO3UTUBHOIO CHPUMHATTS . TakuMm YHHOM,
iHQopMalriitHi BIHHM 3 IXHIMH MOJIHMBOCTSMH MAaHIMYJIIOBAaHHSA CYCIUJIBHOIO
CBIJJOMICTIO, IIOJITHYHOIO OOCTAaHOBKOIO Ta €MOI[MHUM KJIIMAaToM B IHIINX
JepkaBax Jal0Th 3MOT'y PYHWHYBaTH HMOro MOJITHYHI Ta COLIaJbHI IIHHOCTI 0e3
3acTocyBaHHA (Di3MYHOTO HacWIbCTBA [1].

Heo0xi1H0 BUIIIUTH TPU OCHOBHI I'PYITA BU3HAUYCHHS TTOHATTS
«iH(OopMaIiitHOT BIHHWY, IPEICTABICH] CYYaCHUMHU JOCITITHUKAMH.

ABTOpH TIEpIIOi TPyNU MOB'A3YIOTh «iHGOpPMAIiiiHY BIHHY» 3 OKPEeMUMHU
iHpopmariinumu  onepamisimu. Crin 3a3Haunt, mo B.C. IlipymoB Bu3Hauae
iH(dopMaIliiiHy BIiHY HE JIMIIE SK TOJITUYHE MPOTUCTOSHHS 3 BUKOPUCTAHHSAM
1H(OpMaIITHO-KOMYHIKaTUBHUX METO/IB, a i1 IK CYKyITHICTb 3aX0/I1B IIO0 3aXUCTY
1H(}OopMaIIHHOTO MPOCTOPY BiacHOi Kpainu. TakuMm unmHOM, 1H(OpMalliiiHa BiliHA
CTa€ HOBUM BHJIOM OOpOTHOHU, B SIKOMY HE MEHII Ba)KJIMBUM CTA€ 3aXUCT CBOTO
1H(popMaIiiiHOro pecypey. BaxiMBO TakoX HAroJIOCUTH, IO B JAHOMY BHIIAJKY
1H(opMaIIiHUN 3aXKUCT, HA BIAMIHY BiJl TEXHOJIOT1H 1H(OpMaIHOT arpecii, Mae
O1BIII BUCOKY 3HAUYIIICTh, OCKUIBKM HE 3aJIEKHO BiJ Oa)XaHHS MOJITUYHOIO
cyO'ekta 1H(pOpMaLIMHUI BIUIMB MOXK€ OYyTH 3I1ICHEHUN HaBITh y NEPIOau
OJ1aromoyyHoi Ta MEpPCHNEeKTHBHOI MIXKHApOAHOI momiTuku. Ha BigmiHy Bif
TpaAMIIitHOI BiMHHU, 1HQOpMaLIiHA BlIiHA 3aBXKIAU 3aJMIIAETHCS HEOTOJIOLIEHOIO 1
HOCHUTH HerependauyBaHuil xapaktep. BaxxinBo 3BepHyTH yBary Ha Tou (akT, 10
nepiog MIKHAPOJHOTO CIIBPOOITHUIITBA TOTEHINMHO HeOe3MeyHil 3a SBHI
KOH(JIIKTH, OCKIJIbKH 1H(OpMaIiiiHe BTpYUYaHHS Y «BIAKPUTY» ISl MI>KHAPOIHOTO
KOHTaKTy CHCTEMYy OUIbIII MOXJIMBE TOPIBHSHO 3 TIEPIOJIOM TOCTPHUX
CYHEPEYHOCTEM, KOJIM JIEPIKaBU MAKCUMaJIbHO aKTUBI3YIOTh YC1 3aXMCHI MEXaH13MHU
¢b13nuHMX Ta 1HQOpMaLIHHUX pecypciB. Buxoasuu 3 Toro, mo iHpopMaliifHa BiiiHa
Mae TIepMaHEHTHUN XapakTep, mpobiema iHdopMaIiitHoT OE3MeKu CTae KIFOYOBOIO
[2]. Tak, B.I. Ilumban mnomae, mo iHdopmailliiiHa BililHa € HOBUM CIIOCOOOM
MOJIITUYHOTO TPOTUCTOSTHHA. OTKe, 3 IOro morsiay iH(opmaliiiiHa BiiiHa cTae

IHCTPYMEHTOM HOJIITHYHOT 00pOoTHOHM y BCiX ii (hopmax [2].



ABTOpIB JApYyroi rpynu MOpeICTaBISIOTh CHEIIaliCTH 3 1H(OpMamiifHuX
TEXHOJIOT1H BIMCHKOBUX BiAOMCTB. Ha IyMKy mpeacTaBHUKIB BIHCHKOBOI HAayKH,
iH(opMalriitHa BiifHa € TIPOIIECOM, SIKHI CYyNpOBOJIKY€E 30poiiHe MPOTHOOPCTBO Ta
HE TPOBOJIUTHCS Y MHUPHI 1iepioau. [Hpopmariitai onepaiii € 101aTKOBUM 3aC000M
OOpOTHOM TP AaKTUBHOMY 3aCTOCYBaHHI BIMCBKOBOI 30poi, IO JJ03BOJISIE B
KOPOTKHUI TEPMiH JeMOpalizyBaTu CynpoTuBHUKA. [1i1 yac 60MOBHX /il BAXKIIUBAM
€ OXOpOHATH I1H(OpPMAIiHY mepeBary HajJ MPOTHUBHUKOM, SKa JOCSTAETHCS
CBOE€YACHUM  MNPUUHATTAM  1HGOPMAIIMHUX  KOHTP3axoJiB, BHUPOOJICHHSIM
TEXHOJIOT1H 1H(pOpMaliiHOI MIATPUMKMA Ta 3axucty. JlochmipKyroun poib
iH(opMaIIiHUX omnepaliid y xoal O0HOBUX i, HAyKOBIIl 3BEpPTAlOTh yBary, IO
BOHU TIJBUIIYIOTh €(QEKTUBHICTh BINCHKOBUX i, a TMpPOIEC JOCATHEHHS
MOJIITUYHHX I[JIeH cTae OLTBII pUCKOpeHHM [3].

ABTOpH TpeThOi IpylH BU3HAYEHb «IH(GOpPMAITHOI BIHHW» BBAXKAIOTH Il
SBUILEM MHMPHOTO MEPIOAY, METOIO SIKOI € BUPILICHHS IMOJITUYHUX 3aBJaHb HE
CWJIOBHUM METOOM, a 1H(OpMAaI[IiHUM, Ta 3al00ITaHHS MOXKJIMBOMY MOJITUYHOMY
KOH(pIiKTY. Takum 4YMHOM, IyMKHA TPO TOHATTS «IHQOPMALIWHOI BIMHI»
pPO3AUTMIIMCA 3a TPUHLMIIOM: YW 1€ SBHILE € CaMOCTIMHMM mpouecoM abo
CKJIaJIOBOIO OUJIBIII IIUPOKOTO MOHATTS [4].

VY3aranpHUBIIM ~ BUINEBHUKIAQNCHI  MOTJIAAW, CHiA  3a3HAYUTH, 11O
iHdopmariiiina BiifHA OJHOYAaCHO MOXE CYNpPOBOJDKYBAaTH BIWCHKOBI Ml Ta
3I1MCHIOBATHCS, 3aMIHIOIOUH TX.

BpaxoByrorouun ocobucty aymKy To, iHGOpMaIliiiHa BiifHa € CaMOCTIHHUM
noHATTAM. He3Bakaroun Ha Te, 10 BOHA € OJJHUM 13 MOXJIMBHX IUISIXIB YPa)KeHHS
OPOTUBHUKA, 1 3 LBOTO MOIJIALY € 3ac000M, BOHa Ma€ CBOi MEXaHI3MHU BIUIUBY,
MPUHOMH, 3aCO0M Ta TEXHIKH 1, OUIBII TOTO, il MOMKJIMBOCTI BUXOMSTH JajeKo 3a
MEX1 IPOTUCTOSTHHS Y MOJITUYHUX KOH(DITIKTaX.

Mu Gaunmo, 0 €IMHA TyMKa y HAyKOBOMY CBITI 10710 (hOpMYBaHHS TOYHOT
XapaKTEPUCTUKU TAKOTO SIBUIIA SIK «iH(pOpMalliifHa BiifHa» Ha LIbOMY €Tami He
3aBepiieHa. [lomiOH1 JMCKycli PO3BUBAIOTHCA Yy paMKax MOIIYKY €IMHOTO

TEPMIHOJIOTIYHOTO MiAX0ay. Tak, AesKl HayKOBII 3BEPTAaIOTh yBary Ha Te, 110 caM



TEepMiH «iH(poOpMaIiiiHa BiifHa» HE 30BCIM aJeKBaTHHUM, 1 Oyn0 O HpaBHIIbHIIIE
Ha3UBaTH 1I€M BUJ BIMCHKOBUX 1 1HGOpMAIIHHOI 00poTh0010. CXUISIOUHUCH 10
JYMKH JPYToi IPYIH, IIei TepMiH BOHH MOSICHIOIOTH THM, 1110 1HGOpMaIliifHa BiifHa
€ CKJIaJJOBOIO YAaCTHHOIO BIIICBKOBOTO MPOTHOOPCTBA, @ HE CAMOCTIHUM IIPOLIECOM.
BiticekoBo-nionitrune kepiBHUIITBO CIIIA Ha odimiiHOMY piBHI 3aMIHIJIM TEPMiH
«iHopmarliitHa BilfHA», TaKUM TEPMIHOM SK «iH(pOpMaIliiHI oOmepamii».
[adopmariitna 30post Oyia BigHECEHA 0 30pOi MacoOBOI MOPA3KU JJISi BHPIMIECHHS
npuHIUMNIOBO HOBUX KOHQIKTIB. CILIA npunuHuIM BUKOPUCTOBYBATH TEPMIH
«iHpopMalliifHa BiiHa», a Ha MICIlEé WOro CTaJd BUKOPUCTOBYBATH TEPMiH
«1H(popMaliiiHi omepauii». Y kpaiHax 3axigHoi €Bponu TepMmiH «iH(popmalliiiHa
BiifHa» 3aMIHEHUW Ha TEPMIH «KiOepBiiiHa», aje HAAUIIETbCS BIH TUM CaMUM
3MICTOM 1 3MICTOM, K1 IPUIHUCYIOTh «IHPOPMaLIMHUM BiliHaM» [4].

Takox HEOOXITHO 3a3HAYUTH, WO HUHI € Oe3mu Kiaacudikaiii
1H(dopmarliiiHoi BiiiHU Ta cep ii 3aCTOCYBaHHS, 110 CTBOPIOE CKJIAJHOII B TOMY,
mo0 jJatu il TOYHE BU3HAYEHHS, aje, HE3BAXKAIOYM Ha 1€, €(PEKTUBHICTH
1H(pOpMAaIITHUX TEXHOJIOTIHN 3aJIUIIA€ThCs 0€3MEPEUHOIO.

Tak, BpaxoByIOYH BUCOKY pOJIb IHPOPMAIIHHUX TEXHOJIOTIH y MOIITUYHUX
KOH(UTIKTAX, 10 cep BeaeHHs: O0MOBHX 1i, KpIM 3eMJIi, MOPS, IOBITPs Ta KOCMOCY,
Ternep BKI0YaeThes iHdopmariiiina chepa. OcHOBHUMHU 00'€eKTamMu MOpasku y cdepi
€ iHdopmarriitna iHpacTpykTypa 1 ncuxika JroauHu. [Ipore, He3Bakarouum Ha
PI3HOMAHITHICTh MIJXOJIB, HAaWOUIbII BHUYEPIHE BU3HAYEHHS «1H(POPMALIIHOI
BIHMY, SIKE MAa€ BHCOKHI PIiBEHb BU3HAHHS B HAYKOBHX KOJIaX, 3alpPOINOHYBaB
amepuKaHCbkuil TeopeTuk M. JIi01Ku, BUAUTMBILHU CIM 1i pi3HOBUIIB: IPOTHOOPCTBO
PO3BIJIOK Ta KOHTPPO3BIJIOK, MPOTUOOPCTBO B €JIEKTPOHHIN cepi, MCUXOIOTIUHI
orepailii, OpraHi3oBaHi CTUXIMHI aTaku XakepiB Ha 1H(GOpPMAIliiiHI CHUCTEMH,
1H(pOpMaIIfHO-eKOHOMIUHI BIfHM 3a KOHTPOJIb HaJ TOPTIBIEIO, BIMCHKOBE
MPOTUCTOSTHHSA, KIOEPHETUYHI BIHHU y BIpTyaJIbHOMY MPOCTOpI. [HIIMMHU cl1OoBamH,
MOXHa CKa3aTu, 10 iHdopMalliiiHa BiliHAa BKJIIOYA€ IHTETPOBAHE BUKOPHUCTAHHS
MO>KJIMBOCTEH, Cepell IKMX BUIISIOTHCS MCUXOJIOTTYHI Ta KOMIT'FOTEPHI MEpEKEBI

oreparlii ik eJeKTpoHHA 30posi. B ymoBax BiiiCbKOBOTO MOJITHYHOTO KOH(DIIKTY



iH(popMaLliliHI TEXHOJOril 37aTHI 3abe3medyBaTH omepauii 3 BIHCHKOBOIO
ne3indopmMaliiero Ta Ae3opraizariero [5].

OcHoBHa mnepeBara iH(poOpMaIliiiHOI BiffHM MoJsTae OE3MOCEPEIHBO Ky
po0OTi 3 TIMOMHHUMHE CEHCAMU Ta ySIBICHHSIMU JIIOAWHMY. TaKkuii BU BIUTUBY, SKUH
MOXHa 0yJIo 60 Ha3BaTH BIMHOIO HIHHOCTEH, 3MIHIOIOYH YSIBJICHHS JIFOJIMHU 3/IaTHUM
porpaMyBaTH HOTO Ha NMEBHUN BUJ MOBEAIHKN Y KOHKPETHIN MOMITUYHIN CUTYaIlil.
Pe3ynbpTaTom Takux mpoIleciB CTa€ Te, M0 «Maca, IepeKoOHaHa B HaB'SA3aHUX 330BHI
MOJIITUYHUX 17eallaX, CTa€ MPAKTHYHO HEKEPOBAHOIO JUIsl JIEPKABHOI BIAIMN.
Buxoasum 3 11b0ro, MOKHa CTBEP/DKYBATH, IO IIEH BHJ BIUIUBY MPU3BOJIUTH 0
HalHeOEe3IMEeUHIMNX COIlaJbHUX SBHII B YMOBAX MOJITUYHOTO KOH(IIIKTY — BUXOTY
HAPOJHUX ¥ 3-T11 KOHTPOJIIO Ta MOYaTKy MAacOBUX MPOTECTIB. [HIIMMH CIOBaMH,
1H(OpMaIIiHUN BIUIMB Ta MAHIMYJSisS MOJITHYHUMH HAaCTAHOBAMM HACEJICHHS
CTBOPIOE CHUTYyallll0 HECTaOUIBHOCTI Ta PI3KO CKOPOUY€E IIAHCH MOJITHYHOTO
CYNPOTUBHUKA HAa BUTIJHE ISl HbOTO BUPIIMIEHHS MOJITUYHOTO KOHQIIKTY. Ale
OCHOBHOIO METOI0 CMHMCIIOBOTO 1H(OPMAIIMHOTO BIUIMBY Ha MOJITUYHOMY
KOH(DJIIIKTI € 3MiHA PO3MIIIICHHS TOJITUYHUX CHJI y CYCIIIBCTBI.

[HdopmartiitHO-TIcUX0JIOTIYHA BiiHA 3 HEOOMEXKEHUMH MOXKIHUBOCTIMU
BIUIUBY Ha JIIOJAUHY CIYXUTh «3aCO00M JOCSTHEHHS TMOJITUYHUX IIIeH Yy
MacitTabax oJHi€l nepxKaBy a00 HABITH IIJIOTO perioHy». B ocHoOBI iH(MopMartiitHo-
TICUXOJIOTIYHOT BIMHM, 3TITHO 3 aHAII30BAHOIO KOHIICTINEID, JIEKHUTh «KOHQMIIKT
IHTEpECiB CYO0'€KTIB T€OMOJITHYHOT KOHKYpEHLIi, METOI $KOr0 € BHPIIIEHHS
OPOTUPIY MO0 3AIMCHEHHS TOJITUYHOTO KEpiBHUITBA B i1H(opMaIiitHOMy
MPOCTOPI Ta 3 MPUBOAY MEPEPO3NOALTY iX poii Ta PYHKIIN y TOJITHYHIN CUCTEMI
1H(OpMaIIHO - TO TOBAPUCTBa». TaKMM YMHOM, MU MOKEMO 3pOOUTH BHCHOBOK,
10 BC1 BIIKPUTI Ta MPUXOBaHi 1H(QOpMaIliiiHI BIUTMBU CIIPSMOBAHI Ha JOCSATHCHHS
1H(pOopMaIliiiHOI NepeBary Haj CyNpPOTUBHUKOM, IO 3HAXOAUTH CBOE BUPAXKECHHS Y
3aBJIaHH] HOMY 17I€0JIOTIYHOT Ta MOpaIbHOI MIKOIH [5].

[HdopmartiiiHy BiifHY He MOXHaA pO3MNISIAATH JIUIIE SIK MOXIIMBICTh
TEXHIYHOrO0 BTPYYaHHsS B 1H(GOpPMAILIHI CUCTEMH CYNpPOTUBHHUKA, OCKIIBKA BOHA

3/1aTHA JiSTH HA OUTBII CKIIQHUX PIBHSIX Ta BHOCUTH 3MIHH /IO KOTHITUBHUX,



MOBEIIHKOBHUX Ta PO3YMOBHUX MpolieciB JroanHu. O0'ekToM iH(pOopMaLiiHOI arpecii
€ TOBEIIHKOBUN CTEPEOTHIl, AOCTYI 0 SKOTO BIAKPUBAETHCA YEPE3 KOTHITUBHY
chepy. Buxoasun 3 11boro, He0OX1THO BU3HATH, 1110 3MiHA TTOBEIIHKOBO1 CTPYKTYpPH
MOXYTh peaii3yBaTH K KOPOTKOCTPOKOBI IJIaHH, SIKI MOXYTh OyTH TOB's3aH1 3
dhopMyBaHHIM I'POMAJICHKOI TYMKH CTOCOBHO JCP)KaBHUX Jis4iB 200 MOJITHYHHUX
MOJT1{, TaK 1 BUPIIIYBaTH CKIIAHIII 3aBJaHHS, SIKI MOKHA 3/11HCHUTH 3a JI0MIOMOT OO
1HbOpMaIIHHO-KOMYHIKaTUBHUX TEXHOJIOTIH.

Skmo mnoBeaiHKOBa CTPyKTypa (GOPMYEThCS Ha KOTHITUBHOMY PiBHI,
BKJIIOYAIOYM HABUYKH Ta MPUHAOMH MHCIEHHS, TO BHECEHHS OYyIb-SKHX 3MIH JI0
KOTHITUBHOI CTPYKTYpPH CYCHUIBHOI CBIJJOMOCTI Ha pIBHI IIUJIOi KpaiHU MOXKe
NPU3BECTH JIO0 HemependauyBaHUX HACTIJKIB y TOBEAIHKOBOMY CTEPEOTHII
HACEJICHS.

bynp-ika comiaibHa cUCTEMa MIAJMA€TbCS pyWHAIi, SAKIIO0 uepes
KOTHITUBHUN MEXaHI3M 3MIHIOETHCS TMOBEIIHKOBA CTPYKTYypa, OCKUIBKHU IIi 3MiHU
3J1aTHI apayli3yBaTH CUCTEMHE yIIpaBiIiHHs. [ 'eonoaiTnyHa Moieiab iHpOopMaLiitHO
BIHM HE MOKe OYTH PO3IJISIHYTa 11032 0A30BUMHU MM11X0IaMH TOJIITUYHOT ICUXOJIOT1i
Ta KOH(QIIKTONOrI], OCKUIbKM 1H(opMmaIliiiHa BiiHA Mae€ JIOACHKUN (aKTop,
OCKUIIbKH BEJIETHCS JIFOJIbMH Ta CIPsIMOBaHA Ha JIFOJCH.

Po3risiHyTHii MCUXOJIOTTYHUM acreKT 1H(GOpMAIiiftHOI BIMHM CTa€ TaKOXK
CKJIQJIOBOIO 1HIIOTO pi3HOBHAY 1H(MOpMaIiiiHoi BiiHU, BuaaeHoi JIiOikum —
KiOepHETUYHOI BIifHU. 3HOBY 3BEPTAIOUUCH JO 17I€H TaHOTO TEOPETUKA, HEOOXITHO
3BEpHYTH yBary Ha OJIHy 3 Horo ¢yHIaMEeHTAIbHHUX POOIT. Y MoHOTrpadii
«KibepcrpumyBanHs 1 kibepsiitHay Y M. JIi0iki BUCyBae OCHOBHY CBOIO 1/1€IO:
KibeprpocTip € OCOOJMMBUM THIIOM TIPOCTOPY, OCKUIBKHM B HBOMY aTaka
3IACHIOETBCSl «HE 32 PaXyHOK HApPOJKEHHS CHJIM, a 3@ PaxyHOK BHUKOPHCTAHHS
BPa3JIMBOCTI CyNPOTUBHUKA» [4].

Tak, kiOepkOH(IIKT YyMOBHO MOXHAa OXapaKTepuU3yBaTH SIK CYKyIHICTb
KUIBKOX cdep: coulaiabHl Mefia, cTpaTeriyHa BiliHa, MPOMHUCIOBHI IIMUTYH 3

3aMoJisSIHHAM LIKOIU 1H(hOopMaIliiiHii 1HQpacTpyKTypl Ta iAeoa0riyHa 60poThoa.



Tak, KiOepmpocTip CTa€ HOBUM IOJeM OOpOTHOM 3ayisi JOCSATHECHHS
BIMCBKOBO-TIOJIITUYHOTO MepeBaru. Hacmigkom € TeHeHIis, 110 CIIOCTEPIraeThCs B
OarathboX KpaiHax 1HBECTYBaTH (piHAHCOBI pPeCypcH B KOHTPOJb HaJl IHTEPHET-
MIPOCTOPOM, OCOOJIMBO B JIepyKaBax 3 aBTOPUTAPHUM PEKUMOM, JIe TIEPEAYMOBH JIJIs
HApOJIHUX MOBCTaHb BXKE MPOSABWIKCS. [HTEpHET y TakuX BUNAAKax crae popymom
JUTSL OpraHi3allii BeTMKOMacIITaAOHUX akIlii [6].

BucnoBku: IlizcymoByroun, HEOOX1AHO cKa3aTu, o iHGopMaIliiiHa BiifHa,
BKJIIOYA€ JOCUTh IIMPOKUH apceHana 3aco0iB 1HGOPMAIIMHOTO MPHUAYIIESHHS
MOJIITUYHOTO cynpoTuBHUKA. HOB1 po3po0Oku B raiysi iHGOpMaIiiHUX TEXHOJIOT1H
JIO3BOJIMJIM  BeCTH OOpOTbOYy Ha aOCOJIOTHO HOBHX PIBHSIX T'€OMOJITUYHOTO
MIPOCTOPY: KIOEPHETUYHOMY Ta eJeKTpOHHOMY. BrimuB iHdopmMartiiiHoi 30poi crae
JeJiaii CKJIaHIIIMM KOHTPOJIIOBATH, 1110 CTAaBUTh MEepPe]l MI>KHAPOAHOIO CIIJILHOTOIO
npo0Oiemy iHbopMaIliitHoi 6e3neKkn Ta 3aXUcTy 1H(HOPMAIIITHUX PECYPCIB B OKPEMUX
KpaiHax. Y TOJNITUYHUN KOH(IIKT, SKUH CIOYATKy MOXKE BECTHUCh JIBOMA
CTOpOHaMH, Yepe3 IIUPOKI MOMIMBOCTI 1H(OPMALIMHUX TEXHOJOTIH, MOXKE
BKJIFOUATHCS Jie/ialll OibIla KUIbKICTh YYaCHHKIB, IO 3HAYHO BIJICYBAE MEXi
KOH(QUIIKTHOrO periony. Jlanuii Bua BiHM 0COOJHUBO HeOE3MEYHUN CBOIM
JECTPYKTUBHUM BIUIMBOM Ha BCl cepH CYCHUIbCTBA, BKJIIOYAIOYHM OUIBII TOHKI
Martepii, Takl $K TCUXiKa JIIOAWHHU, 1i IIHHOCTI, TMOYYTTS NATPIOTU3MY Ta
HaIllOHAJIBHOI CaMOCBIJIOMOCT1, $SIKi, Y CBOIO UEpry, € BaXXJIMBOK CKJIaJIOBOIO
MOJIITUYHOTO BUOOpPY Ta TOBEMIHKUA. MaHIMyNSIis CBIOMICTIO HAaceJIeHHs
MOJIITUYHOTO CYNPOTUBHUKA Ta CBITOBOI CHUIBHOTH B pPaMKaxX pPEriOHAJIbHOIO
KOH(DJIIKTY CTa€ OAHIEID 3 HAWBaXKIMBINIMX TEXHOJOTIH 1H(OpMaIiiHOT BiliHH,
OCKIJIbKU JTO3BOJISIE HE JIUIE CITPOBOKYBATH MPOTHIICKHUMA 01K KOH(IIIKTY Ha TIEBHI
MOJIITUYHI KPOKH, a ¥ CTBOPUTU BUTIJIHI 30BHIIIHI YMOBH, 32 SKUX JEp’KaBHU,
OTIOCEPEKOBAHE CTABIICHHS, 1110 MAIOTh /10 KOH(MIIIKTY, CIPUAMATUMYTh HOTO TaK,
K 1€ HEOOXIJHO «IPOBOKATOPY» ISl MIJIBUIICHHS JIETITUMHOCTI Ta BU3HAHHS
BJIaCHUX [ii. Po3mistHyTuit Bua OOpoThOM J03BOJISIE KpaiHam, IO MaloTh
1H(popMalLlliHy MepeBary, JoCAraTH CBOIX MOJITUYHHUX ILUJIeH SIK Y BIMCHKOBI, TaK 1

BIJIHOCHO MHPHI MEPI0IH.



Cnucok BUKOPUCTAHUX JIXKePeJI:

1. Koxuenms «M’SKOI CHIA» B KOHTEKCTI 30BHIMIHLOIIOIITHYHOT
cTparerii Ykpainu [EnexktponHuit pecypc] — Pexum poctymy A0 pecypey:
http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%DO0
%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%
20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.
pdf.

2. TH®OPMALIMHI BIMHU ¥ KIBEPTEPOPU3M: TIOHSTTS,
OCOBJIMBOCTI [Enektponnuii pecypc] — Pexum poctymy nm0 pecypcy:
http://molodyvcheny.in.ua/files/journal/2017/10/160.pdf.

3. IHO®OPMALIMHA BIMHA: YMHHUKU ECKAJIALIL I 3ACOBU
IMPOTUIl [Enexktponnmii pecypc] — Pexum JocTymy 10  pecypey:
http://eprints.cdu.edu.ua/4387/1/kalinaich.pdf

4. KOHIEIITYAJIbHI maxoan J0O PO3YMIHHA
[HOOPMAIIMHOI BIMHA B CYYACHOMY CBITI [EnextponHuii pecypc] —
Pexum JOCTYILY:
https://www.juris.vernadskyjournals.in.ua/journals/2019/3 2019/8.pdf.

5. TH®OPMAIIIMHA BE3IIEKA TA IHOOPMAIIMHA ATPECIA
[EnexTpoHHUA pecypc] — Pexum TOCTYyIy hi (o) pecypcy:
http://enpuir.npu.edu.ua/bitstream/handle/123456789/22262/Kharytonenko_Kharc
huk_HVIZh 2018 S.%2028-64.pdf?sequence=L1.

6. Indopmarmiiina BiiHA m[pOoTH VYKpaiHU Ta METOAM 1i BEICHHS
[ EntexTpoHHUI pecypc] — Pexum IOCTYITy hi (o) pecypcey:

http://www.polukr.net/uk/blog/2021/04/informacijna-vijna-proti-ukraini/.


http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%D0%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.pdf
http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%D0%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.pdf
http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%D0%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.pdf
http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%D0%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.pdf
http://repository.hneu.edu.ua/bitstream/123456789/21658/1/1.%20%D0%9A%D0%BE%D1%80%D0%BE%D1%82%D0%BA%D0%BE%D0%B2%20%D0%94.%20%D0%A1.%20%D0%93%D1%80%D0%B0%D0%BD%D1%96%2C%202018.pdf
http://molodyvcheny.in.ua/files/journal/2017/10/160.pdf
http://molodyvcheny.in.ua/files/journal/2017/10/160.pdf
http://eprints.cdu.edu.ua/4387/1/kalinaich.pdf
http://eprints.cdu.edu.ua/4387/1/kalinaich.pdf
https://www.juris.vernadskyjournals.in.ua/journals/2019/3_2019/8.pdf
http://enpuir.npu.edu.ua/bitstream/handle/123456789/22262/Kharytonenko_Kharchuk_HVIZh_2018_S.%2028-64.pdf?sequence=1
http://enpuir.npu.edu.ua/bitstream/handle/123456789/22262/Kharytonenko_Kharchuk_HVIZh_2018_S.%2028-64.pdf?sequence=1
http://enpuir.npu.edu.ua/bitstream/handle/123456789/22262/Kharytonenko_Kharchuk_HVIZh_2018_S.%2028-64.pdf?sequence=1
http://enpuir.npu.edu.ua/bitstream/handle/123456789/22262/Kharytonenko_Kharchuk_HVIZh_2018_S.%2028-64.pdf?sequence=1
http://www.polukr.net/uk/blog/2021/04/informacijna-vijna-proti-ukraini/
http://www.polukr.net/uk/blog/2021/04/informacijna-vijna-proti-ukraini/

Pina T.M.,
3000y8ay 0C8IMHbO20 CMYNEHs «OaKaniasp» cneyianbHoCmi
«Exonomiuna xibepnemukay
Gaxynemem inghopmayivinux mexronoeiti 4 kypcy 1 epynu
epocasrnozco mop2osenbHo-eKOHOMIYHO20 YHIGepcumemy
m. Kuis, Ykpaina
KOMYHIKATHUBHA TEXHOJIOI'IS BIVIMBY HA MACOBY
CBIJJOMICTb TA TPOMAJACBKY AYMKY

AHoTtanisi: JlocmipKeHO TEXHOJIOTII BJIMBY MAacOBHX KOMYHIKAIliH, iX
GyHKLI{, MEXaHI3MH, XapakTep BJIMBY Ta HACHiAKU. BusBieHo, 1m0 MacoBi
KOMYHIKaIli nepeadadaoTh MpoIec MOMMPEeHHS 1HdopMalii aisi BIUIMBY Ha
CBIJIOMICTh JIIOAUHU. [[0BeeHO, 110 31 30LIBIICHHSIM MOTOYHOTO PIBHS HAyKH Ta
TEXHIKHA Ta B yMOBax rio0aJizaiiii, 301JIbIIYETHCS BILUTMB MACOBUX KOMYHIKAITIH.

KurouoBi cioBa: indopmarriiina BiifHa, CycCliJIbCTBO, MaCOBAa KOMYHIKaITis,
BIUIUB Ha CB1IOMICTh, 3MI, MaHinyJItOBaHHS.

OmHuM 13 BUIIB TEXHOJIOTIM BIUIMBY € MacoBa KOMYHIKaIlisg. 3a paxXyHOK
MacCOBUX KOMYHIKAIi 3’SBJSAIOTHCS 1H(QOpMAaliHI BIMHM, BOHM BHHHMKIM BXKE
JOCUTHh JaBHO, 30KpeMa BYEHI BBaXalOTh, IO BXE TaTapO-MOHTOJH
PO3MOBCIOKYBAIM YyTKH, SIKIO 1HII KpaiHM X HE BU3HAIOTH 1 HE 3JaAyTh CBOI
TEPUTOPIi, TO Ha HUX YeKae posryiaTa. YyTKH — OJIMH 3 BU/IIB BIUBY Ha CBIJOMICTb
moauHu [1].

V cBiti 3acobu macoBoi iHGopMaii (3MI) ctanu NOTyKHUM 1IHCTPYMEHTOM
BIJIMBY Ha CBIAOMICTh Ta NCHUXIKY JIofed. B cBoro uepry HalJoOCTyMHIIIUM Ta
HAWUTIOMYJISIPHIIIIUM 3aC000M OTpUMaHHA 1H(OpMAIli ChOTOMHI € TeleOaueHHs Ta
iHTepHeT. Jfoau MOBHICTIO MiAJAI0THCA BILUIUBY TOMY, IO HIYOTO HE 3HAIOTH PO
CIOCOOM Ta TEXHOJOTIi MaHIMyJIOBaHHS MacOBUMHU KoMyHikalismMu. Came ToMmy
Cy4yacHI KOMYHIKATHBHI TE€XHOJOTI] YIpaBIiHHA CBIIOMICTIO BUMara€ HayKOBOTO
ocMHCIIeHHsS. MacoBa KOMyHiKallig nepeadayae mpoiec MOMMPEeHHs 1H(opMalli,

sKa BIUIMBATUME Ha CBIJJOMOCTI JIFOJIEH 1 TOCSTAE CBOIO OMOBITAJIBHY U



CIOHYKaJbHY METY 3a JOIMOMOTOI0 CIIeliaji3oBaHUX 3aco0iB: OPyKy, paaio- Ta
TenebayeHHs, KIHO, a TAKOXK Yepe3 COoIliabHI MEPEexKi.

MacoBi KoMyHIKaIlli HACTUIBKA MIITHO YBIHIIUIH JI0 TTOBCSKIEHHOTO YKUTTS
JIOACH, 110 BOHU CaMi HE MOMIYal0Th TOTO (akTy sIK IIOAHS MepedyBaroTh Mif iX
BIUTMBOM. BIUIMB MacoBUX KOMYyHIKaIlli 9acTO BiI0OYBA€ThCS y HEMaTepialbHOMY
ceHci. BoHO XapakTepusy€eThCsl BIUIMBOM Ha JYXOBHUU CBIT JIOJAMHU: CTUJIb MOTO
MUCJICHHS, CUCTEMY IIIHHOCTEH, TyMKa Ha MEBHY TEMY, aJie B y 0araThbOX BHITaIKaxX
1IeH BIUIMB Ma€ TICHUM 3B'30K 13 MaTepiajibHOIO ceporo, sKi 1o cyTi, chopMOBaHi
MiJl BIUTMBOM MAaCOBHMX KOMYHIKAIlli OakaHHS, JyMKH, 1HTEpPECIB; ILUTl JIIOJIEH
3HAXO/STh CBOE BUPAKEHHS Y IXHIX JIIIX Ta BUMHKAX, K1 MOXKYTh OyTH CIIPSIMOBaHI
Ha Oy/ib-sIKUi1 pedoBHii 00'exT [2].

VY cydacHOMy CBITI caM€ COIllajbHI MEpEeXl CTal0Th HAWOUIbII 3HAYHUM
3acO00M Ta PEryJasiTOpOM YIPaBJIIHHS CBIAOMICTIO, CaM€ TOMY, IO B Cy4aCHOMY
cycniabeTBl giaupyroui nosuiii 3MI (3acobu MacoBoi iH(opMailiii) 3aiimMaloTh Ha
InTepuer-ipoctopi. OCHOBHUMH (DYHKIIISIMU MacoOBOI KOMYHIKAIIll € 30€peKeHHs],
00poOKa Ta mepeaada 3HaHb PO MO/, IBUIA, TIOHATTS 3 MOKOJIIHHS B MTOKOJIIHHS,
a TakoX JOMOMOTY B collajizallii Ta ocBiTl. ICHye KibKa MeXaHI3MiB BIUIMBY Ha
MacoBi KoMmyHikartii [3]:

® TICpEKOHAHHS;

® 3apaKCHHS;

® HaBIIOBaHHS;

® HaCJiAyBaHHS.

3apakeHHsT — HecBimoMa (¢opma BKJIIOYEHHS OCOOUCTOCTI TIEBHI
KOMYHIKaTOpu. 3a JOMOMOTrOK I[bOTO MEXaHI3My pOOUTHCS BEJIMKUN HAroJioc
Oe3nocepelHbO Ha EeMOLIMHUN OiK OCOOMCTOCTI, BUKIMKAETHCS CIIBUYTTS 1
CHIBIEPEKUBAHHS aBTOPY MOBIAOMIICHHS, 3MYIIIYIOYM YMTa4ya BITUYBaTH Tl XK caMl
MOYYTTS Ta eMOllli, 10 i aBTop. HaouHuMuU npukiagaMu 3apa>keHHs €: 3aKaIpOBHA
CMIX TMPHU Meperisial Tenenepenay abo 3BOpyNUINBa My3UKa, sSika TIepeaac CUTHAIIN

PO CyMHUN MOMEHT, CTIPSIMOBYIOUM HACTPiil 0COOM Ha HETATUBHI MOTHUBH.



HagitoBanHs — 1e migecnpsMoBaHe 1, HaifuacTiiie, HeapryMEHTOBaHHIA
BILJIMB Ha OJIHY 0cO0y a00 rpymy 0ci0, 1110 BUKOPUCTOBYETHCS IS 3aITyCKY
«JIaHIIOroBO1 peakiii». Llelt MexaHi3M Mpale y B3aeMOJIT 13 3apakeHHSIM IS
nocusieHHs epexTy. MacoBi KOMyHIKaIlii BAKOPUCTOBYIOTh MEXaHi3M HaBlIOBaHHS
JUIsl BOPOBA/KEHHS TAHIKKM, CTpaxy 4 OylIb-sIKMX 1HIIMX HETaTUBHUX €MOIN Y
cycninbcTBO. HaBiloBaHHS HaifyacTillie BHUKOPHCTOBYETHCS Yy 3aCTOCYBaHHI
MpoIaraHjy TIEBHUX YyCTaHOBOK. llepembavaerhcs, 1m0 JrOAWHA HE 3/1aTHA
00'€eKTUBHO OIIHUTH MOIaHy iH(OpMaIIito 1 came TOMY BiH ii 3acBoro€. J10 OCHOBHHUX
MOMEHTIB HaBIFOBAHHS BITHOCITBCH:

®  ABTOPHUTETHICTb JKEPEIIA;
®  HAsIBHICTH JIOBIPH JIO IIbOTO JKEpEa;
®  BIJICYTHICTb ONOPY YUTAYa JI0 COPUUHSTTS 1H(POPMAIIii.

HacnigyBanHsi € iMiTalifHUM aKTOM, MOBTOPEHHS 3a 3pa3koMm. OCHOBHa
CYTh HACJIIyBaHHSI MOJIATAE Y 3MiHI ICUXIYHOTO CTaHy JIOJUHU. [CHYIOTh OCHOBHI
dbopmH HaCIITyBaHHS:

®  HACJiAyBaHHS 1HILIOTO JIFOIUHI;
®  HACJHIAyBaHHS CTHUIIIO;
®  HACIIJyBaHHS MOBH MaHEpi.

HacnigyBanHss € CBOro pojy MpoIraraHaorw, OCKUIBKHM 3aco0H MacoBOi
KOMYHIKaIlil AUKTYIOTh CyCHIJILCTBY, 110 A00pE, a 0 MOraHo; [0 CTHJIBHO, a 1110 —
H1. 3ac00M MacoBOi KOMYHIKAI[li MaJIOTh 00pa3u MPaBMWIBHOI KYJIbTYpPH, K1 Ma€e
JOTPUMYBATUCS CYCIUIbCTBA. Tak, «TPEHACETTEPH» - 1€ JIOJIU, 5Kl € BIIOMUMHU Y
PI3HUX COUIAIbHUX MepexXax, fKl JIUKTYIOThb CYCHUIbCTBY HOPMH IOBEIIHKH,
CHUJIKyBaHHS, sIK Tpeba BUTJISAATH, 110 JTUBHUTHCS 1 IO CIyXaTH, a COIIYM, SIKAN
CTS)KHTh 3a IIUMH JIIOJIbMH, € HacigyBadaMH Ta HAMararThCs MOBOJMUTHCS TaK
camo, SIK 1 TPEHACETTepU B COIllaIbHUX Mepekax. MalyTh, Iie HalsCKpaBIIIUH
MIPUKJIA] HACIITyBaHHS.

Bci i MexaHi3MM HalarTh MPSMHUI BIUIMB HAa TJIMOWHY, TOBHOTY Ta

e()EeKTUBHICTh KOMYHIKATUBHOI MTOBEIIHKY Ta HAWMYACTIIIIE 111 MEXaH13MHU MPAIIOI0Th



IIJTICHO, B3a€EMOJIIOYM OJWH 3 OJHUM. B pe3ynbrari NMepeKoHaHHsS OTpHUMaHa
iH(opMalIis IEePEeTBOPIOETHCS HA BIAKIAJIEHY Y CBIJIOMOCTI CUCTEMY YCTaHOBOK Ta
MPUHIUIIB ocoducTocTi. [Ipu 3acTocyBaHHI MeXaHI3My MEpPeKOHAHHs 1HGOpMaITis
OyIy€eThbCsl HA TIPUHITUII JIOTIYHUX JOKa3iB, SIKI 3MYCSATh OCOOMCTICThH MOBIPUTH B
iHopMarrito, 10 HaAaeThCsA. ['OJIOBHOIO YMOBOIO TEPEKOHJIMBOI KOMYHIKAIli €
BIUIMB Ha pallioHAJIBHY Ta eMoliiHy chepu ocobuctocTi. Y 3acobax MacoBoi
KOMYHIKAI[ii caMe CTBEp/IH1 JIOBI1 MPOIO3UIlii Ta MOCTAHOBKA TEMH € MPHUKIAJAaMU
NEepPEeKOHAHHS, Y TAKMX MPUKIAIaxX BUPIMIATIbHY POJIb IPAOTh MEPII, 0 KKPUYAThHY,
K 1X Ha3UBalOTh Y CBITI )KypPHAJIICTUKH Ta MAac-M€]11a, 3ar0JIOBKH.

JlaHl MeXaHI3MU € peryJiaTopamMu CyCHUIbHOI MOBEAIHKHA Ta CBIIOMOCTI, 1
BOHHU 37[aTHI 3MIHIOBaTH CBIJOMICTh COIIlyMY 3aJIe’KHO B1JI CBOIX IJIEH SK Yy
MMO3UTUBHUHU OiK, TaK 1 B HETaTUBHHUU.

B nanwuii yac iHpopMOBaHICTh PO MOAIT, IO BIAOYBAIOTHCA Y CBITI, € TOCUTh
BUCOKOI. Y JIOZIEH pO3MIMPHUBCSA CHEKTP MOKIMBOCTEH WIOAO PI3HUX il 13
iH(popmariiero. lle MoB's3aHO 3 BUHUKHEHHSM Yy MHUHYJOMY CTOJITTI MacCOBUX
KOMYHIKaIliil.

B ymoBax rio6amizaiiii Ta MOTOYHOTO PIiBHS PO3BUTKY HAYKH Ta TEXHIKH
MacoBl KOMYHIKAIlll HOCATh €JIEKTPOHHHWH, LHMQPPOBI30OBAaHUM, BIPTYaJIbHUN
xapaktep. Y 3B'S3Ky 3 LHMM Y JIIOJEH PO3LIMPIOIOTHCS MOXIMBOCTI OTPUMAaHHS,
BUKOPUCTAHHS Ta PO3MOBCIO/KEHHS 1HGopMmailii. Pasom 3 1mum 3Ha4HO 3pocCTae
piBEHb BILUIMBY MAacOBUX KOMYHiKaliid. Oco0rBa poJib y IIbOMY IUIaH1 BIABOJAUTHCS
IHTEpHETY Ta TejaeOaueHHI0, OCKIJIbKM CaMe BOHM BIJKPUBAIOTh HAWITOBHIIINANA
JIOCTYT 10 MacHBIB iH(MOpMaIii: JaH1 MOKHA OTPUMYBATH, CIIPUHMAIOYH 1X SK HA
CIIyX, TaK 1 30pOBO, IPUUOMY CIIOCTEPIratouu JUHAMIUHY KapTuHy. BogHouac BoHU
JIOCTYITHI MPAKTUYHO BChOMY HACEJICHHIO 3eMJii. BoHU MICTATH pi3HY iH(pOpMaIlito,
Ky B OJIHY MUThb MOXHa 3aMIHUTH (BeO-caiiTu B [HTepHETI, TeNeBi3iiiHI KaHau).
3MI HagaroTh cydacHiil JiroauHI 0arato cBOOOIM OTPUMAHHS BiJJOMOCTEH Pi3HOTO
dopmaty. PO3MIUPIOIOTECS MOMKIMBOCTI IOJO CTBOPEHHS Ta PO3MOBCIOHKCHHS
nanux. OmHak He 3aBkAW 1HQOpMarllis, MO TMepeaaeTbcsi HOCUTh JIOCTOBIPHUIMA

XapakTep 1 € KOPUCHOIO AJI1 MEHTAIBHOT UM MPAKTHUYHOT AisiibHOCTI. YacTuHa



JIOZIe MOCTYNOBO YCBIJIOMIIIOE, 1110 HE BC1 JIaHi, OJEPKYBaHi 13 30BH1, MalOTh CTO
B1JICOTKOBY JIOCTOBIpHICTb [4].

B nmaHuii MOMEHT OUIBIIICTH YKpAiHIIIB CIIOCTEPIral0Th HACTIJAKHA BIIWBY
HEJOCTOBIPHOT Ta MpomaraHAMCTChKOI iH(opmarlii Ha pocisH. Hacmiakom € BiifHa
MDK YKpaiHoto Ta pociero, pociiicbki 3MI 1oHOCSITh HEAOCTOBIPHY 1HGOPMAILIIIO 0
CBOT'O HapOy, a, B CBOIO Uepry, BOHU HE MOXKYTh BIIPI3HUTHU PeiiKOoBY 1H(OPMAIIiO
BiJl peanbHOi. BrimuB Ha mioauHy BiI0OYBa€ThCS MOCTYHOBO 1 MPOMOPIIIHO, TOOTO
iH(opMalriss HagaeTbCsl YaCTKOBO 1 B OOMEXEHIN KIJIbKOCTI, 3 POKaMH KUIBKICTh
HemnpaBAuBoi 1H(opMaIlii 301IbITY€EThCS.

BucnoBku: O1xe, MacoBa KOMyHIKaIlls - [1€ HE TPOCTO CIIOCIO HABIFOBAaHHS,
ajie 1 OMH 13 BU/IB BJIAIM HAJ CBIIOMICTIO Mac Ta 1HAuBIAIB. ChOoroaH1 HaiO1IbII
NOMYJIIPHUM Ta MPOCTUM IHCTPYMEHTOM Y BIUIMBI Ha ayJUTOPIIO € TejleOaueHHs,
sgKe BigoOpakae peajabHICTh, Ta CTBOpPIOE HOBUM CBIT. OcHOBHA 3aBmaHHs Th —
BIJIBEDHYTH CYCHUILCTBO BIJ[ CIIpaBil 3HAUYHIMX MPOOJIEM Ta MOPYIIUTH HOTO
KYJbTYpHI M1JBAJIMHU, CTBOPIOIOYM TOTOB1 MOJIEN1 TOBEIHKH.
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INFORMATION WAR IN 2022

Summary: Many people underestimate the impact of information
warfare, but given the current development of technology, one should take into
account the new opportunities and threats that arise with the evolution of
technology. It is worth noting that in 2022, much more problems arise due to
cyber warfare, as all major systems and "functions” of states are based on
technology.

Today, information plays perhaps the most important role in people's
lives, it has become an integral part of our lives. In the 21st century, information
has become a regulator of all social, political, economic and social relations.
The process of informatization at this stage is developing so rapidly that it leads
to the creation of a single information space. This, of course, is positive for
humanity, because of the rapid exchange of economic, political, technical and
others. The information allows humanity to develop rapidly. However, the
creation of an information society can lead to many information catastrophes,
the destruction of the spirituality of society and lead large-scale technical
disasters. It is the negative manifestations of the information society that give
rise to such a concept as "information warfare", which today has become a real
threat to human security. Observing the course and consequences of the wars
and conflicts of the XX and XXI centuries, we see that the role of information
support is growing rapidly, and indicates a new level of information conflict.

Information warfare includes many aspects, the main of which is the impact on



human consciousness by various neurolinguistic means, which are to
undermine the goals and worldview of people.

Thus, information warfare today is a comprehensive, holistic strategy
that shows the importance of having information in the management, command
and implementation of national policy. The information war is becoming a war
for knowledge, for those who will know the answers to the most important
questions that allow the masses to rule. Of course, in such a war, the number of
victims is minimized, but it involves all people directly, which can lead to the
destruction of society as such. The normal functioning of the social organism
is completely determined by the level of development, quality and security of
the information environment, any leakage of information, dissemination of
some secret information seriously threatens not only information but also
national security. Therefore, in our work, we want to talk about these wars, in
which we can and may already be participants. Knowing about information
wars, about the methods of their action, is an important step towards solving
this problem, because in any case wars bring casualties, and as a result of
information warfare there are many more victims than as a result of armed war.
The consequences of information wars are catastrophic because such a war is
very deep, it destroys the enemy, "from the inside", from the change of
consciousness of the population and ends with numerous physical losses.

The topic of information wars is relevant today because information has
become one of the most expensive and important goods through which a person
can influence other people, social phenomena, and public administration. Each
of us can become a participant in such a war, regardless of age, gender or other
factors, so in our work, we would like to introduce you to the problems of
information wars. Our tasks, in writing this work, were: generalization of
methods and methods of information warfare, making several proposals to
ensure information security and increasing the efficiency of information

technology in Ukraine in this area.



Many people think that information wars came to us only in the
twentieth century, with the advent of the technological era, but this is not the
case. Information warfare is a historical concept, as evidenced by the
informational and psychological impact on man mentioned in the biblical
legend of Gideon, who once with three hundred warriors, sneaked into the
enemy and carried out a wild night attack at the sound of drivers and shouting
"sword of Yahweh and Gideon! ». Enemy soldiers kill each other in confusion
and run chaotically, so Gideon frightened thousands of enemy troops. Even
then, the great commander Sun Tzu said: "War is a way of deception™, which
means that to deceive the enemy is necessary not only in their maneuvers but
in general by any method, including military disinformation of the enemy. The
same informational and psychological influence on people was used in other
operations, but their information sources were not perfect, so this war was not
very effective. But in the seventeenth century, the first printed publications
appeared, which took the information and psychological warfare to a new level,
because it was propaganda through newspapers that helped lead whole masses
of people to such generals as Frederick Il, Peter I, and Napoleon. It was
Napoleon who attached great importance to the press in the war with European
countries, as everyone knows the saying of this great strategist: "Four
newspapers can bring more evil to the enemy than an army of hundreds of
thousands", and this was an important factor in Napoleon's success. to conquer
the whole of Europe and stay in power for so long.

But the most active development of information technology was in the
twentieth century: during the First and Second World Wars.

During the First World War, which showed the extraordinary
effectiveness of the press in terms of influencing the psychology of people, and
the formation of their desires and goals, there was a policy of strict military
censorship, especially in the West. Europe, as well as in Russia, which included
Ukrainian lands. This censorship was carried out to completely misinform the

population, and thus to misinform the enemy, in many countries, laws, orders,



and prohibitions were issued, which in one way or another related to the
information sphere.

After this war, a clear example of information policy is the policy of the
Bolsheviks, who through various publications, the distribution of leaflets and
various posters promoted and instilled their ideology among the population,
and this allowed the formation of public opinion to govern society.

But the most effective information war was during the Second World
War, it was during this period that the concept of “information war",
"psychological war" and "information technology"” finally crystallized. In
Germany during this period, the Ministry of Propaganda was even organized,
which demonstrates that Hitler's Germany actively used information weapons
in the Second World War, in particular, Germany used the media, especially
radio, and it worked. A striking example was the story when Goebbels attacked
France and broadcast on the radio that the deciphered plan for the attack on the
Bourbon Palace was picked up by the entire French press, and thus panic
gripped France, helping Germany capture Paris. After the two wars, the issue
of information security was considered by many countries and several
international documents were issued to ensure the information security of the
world, including UN resolutions "Achievements in information and
telecommunications in the context of international security", "Declaration on
youth respect and mutual understanding between peoples "the declaration
emphasizes the important role of the media in this matter. But the time of the
most active development of information warfare falls in the XXI century, the
century in which we live with you. on information warfare.

So, based on all this, we can agree that information warfare is a
historical concept that has been formed for many years, and today information
warfare is a war waged with a variety of information weapons (computer,
psychological, etc.), in all spheres of public life, the main task of which is to
conquer the consciousness, ideology, spirituality of the enemy to gain its

resources.



In the course of information confrontation, the objects of influence in
the information sphere that need information security are, first of all, people,
armaments and military equipment, elements of information and
telecommunication systems, etc. Most developed countries have a strong
information potential, which under certain conditions will ensure that any of
them achieve their political goals, especially since today there are no specific
international legal acts governing such a struggle. And that is why
"Information” crime is active today.

Information crime, as a subject of criminological research, should be
understood as recognized as criminal manifestations of information warfare,
and socio-negative manifestations that undermine information security, but not
all crimes committed through informational influences can be classified as
information crimes in criminal legal significance, although it cannot be said
that information crimes include exclusively computer crimes, such as access to
a computer or network without permission, interception of information carried
out directly through external communication channels of the system, etc. Such
crimes also include, for example, espionage, which is a criminal activity that
consists of secretly gathering information or stealing materials that are a state
secret, to transfer them to another state, and others.

This problem of information crime is a global problem, because the use
of advanced information technology blurs the borders between countries, and

allows the free commission of information crime, and such crime today is
transnational, so one of the main problems in the world is information security.

Currently, special norms and principles have been developed, are in
force and are being developed, which directly regulate the issues of
international information exchange. the following special principles on which
cooperation in the information sphere is organized can be distinguished in
international legal documents:

« issues of foreign dissemination of information should be regulated by

international documents;



« The media can legitimately be used to spread democratic ideas
internationally;

« States should prevent the use of the media for the cross-border
dissemination of ideas banned by the international community;

» States have international political responsibility for the compliance of
the international activities of the national media with generally accepted norms
of international law.

But unfortunately today there are very few, compared to the scale of
information wars, regulations that would regulate the pure information sphere
of public life. One such document is the Resolution on Advances in Information
and Telecommunications in the Context of International Security, which called
on Member States to address common information security issues, address
specific information threat technologies, including unauthorized interference
and misuse of information and telecommunications systems and information
resources, develop international principles aimed at strengthening the security
of global information and communication systems and the fight against
information terrorism and crime. But many negotiations are underway on
national security, ICT security and the functioning of public authorities, on
agreements to protect information on medical data, and the intellectual property
of scientific research against any unauthorized interference, including illegal
banking and financial transactions.

Based on all the above, it can be seen that the problem of information
crime and information security issues remain open. Today, as never before, the
question arises of compiling a legal framework that would ensure the
punishment of information criminals, and hence the information security of
countries.

Highly developed industrialized countries have the most significant
information influence in the world today, while other countries may fall victim
to such influence and lose their sovereignty. Ukraine is under such a threat

today. The possibility of information warfare and the use of information



weapons against Ukraine is especially growing now that there are unlimited
opportunities to borrow foreign information technologies, various
technological tools and software, non-traditional channels of information
influence and unauthorized access to it, facilitate technical intelligence, expand
operational opportunities to control the territory of Ukraine, the emergence of
electronic terrorism. Of course, Ukraine's special services have the necessary
tools and experience to prevent, intercept, distort and destroy information leaks
in information and telecommunications networks and public systems, but the
pace of improvement of information weapons today far exceeds the pace of
defense technology in Ukraine. Today in our country there is a mismatch of the
structure and content of the criminal law to the real needs of the information
society, such miscalculations contribute to the improvement of methods and
techniques of information warfare aimed at achieving socially dangerous
consequences. Regarding the information war that Ukraine is facing today, the
following should be noted:

 This war should be considered in the general context of the current
situation in the country, in the context of a fierce struggle for power, the global
economic crisis and in the protection of their state interests.

« In this information war it is necessary to note the participation of not
two, but a larger number of participants, among which should be considered
not only Russia but also Western European countries and international
organizations.

« Ukraine should focus on two fronts: internal, where the government
should stop all sorts of political battles, and external, where there are some
difficulties in relations with some countries and various international
organizations in general.

Therefore, taking into account one of the principles of our society
"everything that is not prohibited by law is allowed", in modern conditions
increases the need to reform the law to create an independent criminal law

framework to ensure information security in Ukraine. Information security



professionals have been trying to bring this issue to the attention of senior
management for a long time because it is one of the problems related to national
security, they call for a comprehensive approach to this problem because
information security is very acute today.

Conclusion: The experience of wars and conflicts in the history of the
world has shown that any new sphere of human activity is becoming a sphere
of armed struggle, such a weapon has become today's information, which
preceded the formation of information wars in society. In general, the world
does not stand still, technological progress equips modern man not only with
new, improved means of production and communication, but also means of
destroying themselves and others. Today, humanity has made such progress
that it has become impossible to control some global natural phenomena,
environmental weapons can artificially create hurricanes, storms and tsunamis.
Many people die in such a war, and if each of us does not think about such a
problem, then shortly a person may simply destroy himself.

Informatization of society has already led to many irreversible
processes that negatively affect public life and destroy human spirituality,
consciousness and understanding, this pace of modern development can lead to
human degradation and their inability to think, feel and express emotions, ie
turn people into machines. Science fiction has repeatedly described such
processes and their consequences, and today we are on the verge that science
fiction can become a reality. If we correctly understand the importance of
information problems, then today we must move in the direction of overcoming
them, because information weapons can destroy the most important thing that
a person has - his consciousness. Researching information wars, we saw that
their actions affect all spheres of society, and the consequences of such wars
are extremely dangerous spiritual values society, which can lead to the
destruction of society as such. And today the countries of the world must work
on creating a legal framework that could regulate the processes of

informatization of society.
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Hlaaxmemosa O.P.,
3000y8ay 0C8IMHLO20 CMYNEHs «DAKanasp» cneyianbHoCmi
«Exonomiuna kibepnemukay
Gaxyrememy ingpopmayiunux mexuonoeiu 4 kypcy 1 epynu
lepatcasnuii mopeogenvbHo-eKOHOMIYHUL YHIgepcumem
m. Kuis, Ykpaina
THOOPMAIIIMHA BIMHA 11 YAC BTOPITHEHHS POCII B
YKPAIHY
AHoTanisi: Y HayKoBifl CTaTTi pO3TJISHYTO 1HQOpMaliiHy BifHY MIX
VYKpaiHoto Ta poci€ro MmijJ 4yac BTOPTHEHHS OCTAHHBOI HA TEPUTOPIIO HE3AJICKHOI
VYkpainu. BuznaueHo pizHuiro 60poTs0M B iHPOpMAIIHHOMY MO MK YKpaiHOIO
Ta pocier. [IpoananizoBaHi OJHI 3 HaHOUIBII OOTrOBOPIOBAHMX 1H(HOPMALIITHUX
BKUIB 31 ctopoHu Pociticekoi denepartii.
KarouoBi cioBa: indopmaiiiiHa BiiiHa, TporaraHaa, YKpaiHChKI
Oi1omabopaTopii, HEOHAIM3M, MTOJIOrOBUI OyAMHOK B Mapiymouni, pi3anuHa B byui.
3a JI0BTO 10 Ta IMiJ1 4ac BTOprHeHHs pocii B Ykpainy 3MI 3 060x cTopiH Benu
aKTUBHY 1HQoOpMaIliiiHy BiliHy. Y 3B’s3Ky 3 BiliCbKOBOIO arpeciero Pociiichkoi
®denepatii npoTu YKpaiHu, sIK OJIMH 13 HANPSIMKIB 1H(GOPMAILIiiTHOT BIiTHU arpecopoM
BUKOPHCTOBYETHCSl MpoMNaraHaa BilHM 3aco0amMu MacoBoi iHdopmarlii. MeToro
POCIMChKOI CTOPOHHM OYyJIO CTBOPUTH TPHUUYMHY JJIi BTOPTHEHHS Ta BHUIPABIATH
BTOprHeHHA. HamepenoiHi BToprueHHs pocist IOMUIIKOBO 3asBIISIA, 110 BIAMOBIAAE
Ha arpecito YKpaiHW 1 3BUIbHSA€ ii TpOMaasH BiJ, TaK 3BaHUX, (QAIIKUCTIB 1
HEOHAIIUCTIB, 0 HE BIAMOBIJA€ AIMCHOCTI. A MICJsI MOYATKy BTOPTHEHHS POCIs
0e3IMiCTaBHO 3asBJsUIA, 10 YKpaiHII OoMOWIM iXHI JiKapHI Ta BOMBAIN MUPHHX
xuteniB. OTxe, MOKHA CKa3aTH, IO pOCiChbKa TakTHKa 1H(OpMAaIiiHOT BIMHU —
Haraj Ta OOBUHYBaYeHHS YKPAiHChKOI CTOPOHHU.
VYKkpaiHa 3A1MCHIOE TaKTUKY 3aXMCTy. 3 TOYaTKy MOBHOMAIITAOHOTO
BTOpPrHeHHs HauOuiemil  moBHUKH(«1+1», «Pama», «CTby, «Ykpaina 24»,
«UA:Ilepmmit» Ta «ICTV») o0’emHamuca y cnuibHuM TenemapadoH «EauHi

HOBUHHM», 11100 O03By4YyBaTH OQIIIHHY TO3UIII0 JCp>KaBU, HaAWBAXIIMBILITY



iH(pOpMaLliI0 TIPO TyMaHITapHI KOPUIOpH, 3BEICHHA 3 (PPOHTY Ta BUIIYCKU 31
CIIPOCTYBAHHSM BOPOXKO1 Ae31HdopMaIrii.

OgHuMU 3 HAWMOMYJSPHINIUX POCIACHKUX MPONAraHJIUCTCbKUX JIETEH]I
Oynu HacTymHi iH(pOpMaIiifHI BKUIH:

Ykpainceki 6iomadboparopii

6 Oepe3ns pociiickki 3MI cramu cTBepIKYBaTH, WIO CIIBPOOITHUKH
yKpaiHchKkoi 6iomabopartopii mepemanu MoOCKBI JOKYMEHTH, IO MIATBEPKYIOThH
3aUMCTKY CHIJIB BIMICHKOBO-010JIOTIYHOT MPOrpaMu, IO peali3yeTbcs B YKpaiHi,
¢dinancoBanoi MiHoOoponu CIIIA. Ak noka3 Oyno HaBeaeHo (otorpadiio ykazy
MO3 Ykpainu npo 3HHUIIEHHS «0COOJIMBO HEOE3MEUHUX MMATOTeHIB 30y THUKIB UyMH,
CUOIpKH, TyJsIpeMii, XOoJepu Ta IHIIUX CMEpPTEIbHUX XBOpoO». HacTymHoro mus
pociiickki 3MI nommpunn yTBEpAKEeHHA KoauiHboro odiuepa apmii CIIIA Tta
excriepta 3 60poThOu 3 TepopuzMoM Ckorta beHHETT, sikuil CTBEpIKyBaB, IO B
aMEpUKaHChKUX Jabopatopisix B YKpaiHi po3poOssiiacs OiosioriyHa 30pos,
CIIPSAMOBAaHA MPOTH CJIOB'AH.[1]

[li TBepmkeHHs Oynu copocTroBaHl ykpaiHcbkuM M3C, sike 3asBUIIO
HACTYTIHE:

“¥Yci nabopaTopHi MOXKJIMBOCTI B YKpaiHi BUKOHYIOTh €IUHY 3arajbHy
GyHKINIO — 1HAWKAIIO Ta iIeHTHdIKaIi0 30y THUKIB 1HOEKIIHHNX XBOPOO, sKi
MalTh 3HAYHUN €MiJeMIYHUM MOTEHIlian Ta/abo MIXKHApOJHE 3HAYEHHS Ta
T1/IMTAIAF0Th 11T PETYJIAIII0 BIAMOBITHO 0 MKHAPOIHUX TTpaBuil.” [2]

3actynnuk nepxcekperaps CIIA B. Hynana Takox 3asiBuia, 1o B YKpaiHi
€ Juiiie 010JI0T14HI TOCTIHUIIBKI IEHTPHU, a He JJabopaTopii 3 BATOTOBJICHHS 30poi.

Kpim Toro, 6i070TH 3asiBUIIH, 110 CepeJ] 3HUISHUX IIITaMiB HEMAE KOTHOTO
0CcO0NMMBO HEOE3NMEeYHOro, Takl IITaMU THUIIOBI JJIA MIKpOOIOJOTIYHUX Ta

eMieMI0JIOTTYHHX Jab0opaTopiii; HaBITh 3HAXOHKEHHS IITAMIB YyMH, CUOIPKH,

TyJsipeMii abo xosepu B 1abopaTopii, 10 3aiMaETHCST 0COOTMBO HEOE3NMEYHUMU
1H(]EKIIsIMU, TAKOXK HE CBITYMIIO O TIPO po3poOKy YKpaiHOw 610J10T14HOT 30POi.

bionor €sren KyHiH BIIKHHYB MOJIUBICTb, 110 JOKYMEHTH PO 3HUIIICHHS

NOTEHLIHHO HeOe3MEeYHNX MIKPOOPTaHi3MiB B YKPaiHChKHX J1a00OpaToOpisix



JOBOJISITh, IO YKpaiHa BUTOTOBJIsUIA 610710T14Hy 30poto. BiH 3asBuB, 1110 3HUILIEHHS
MIKpPOOPraHi3MiB y Jla0opaTopisx - II€ HOpMajibHa IpaKkTHKa, a IepeliueHl B
JIOKYMEHT1 OakTepii MoraHo MIAXOASITh I po3poOKu OlosoriuHoi 30poi Ta €
MPAKTUYIHO B OyAb-sIKIH €ITiIeMIONIOTIYHIN 91 MIKpOO10I0Ti4HiH Tabopatopii.[2]
TBepKeHHs PO Te, M0 B YKPATHCHKUX JTa00OpaTOpisAx HIOMTO HaMarajiucs
CTBOPUTH E€THIYHO-OPIEHTOBaHy 01030pOr0, II€ CYMHIBHIII, caMa MO>JIUBICTb
CTBOpEHHS Takoi 30poi BiakuaaeTscst 6iogoramu. Y 2017 porii KoMicisi eKCIepTiB
Pociiickkoi akamemii HayK CKjajga BHCHOBOK, HAyKOBO OOIPYHTYBaBIIU
HEMO>KJIUBICTh CTBOPEHHS T'€HETUYHOT 30p0i.[2]
OO6cTpin mosioroBoro OyAnHKY B Mapiymosni
9 Gepesns BinOynocs 6omOapayBaHHs OyiBI1 M0JIOTOBOr0 OyauHKy Ne 3y
Mapiyrmosni, BHacHiI0K SIKO1 3aTUHYJI0 4 0cOOM Ta MOCTPakaalio K MiHIMyM 17
JroJiei. 3a 3asBOI0 YKPATHCHKOI CTOPOHHU, 11 OYJ10 31MCHEHO POCIMCHKOIO aBialli€ro.
Pocilicbka cTopoHa 3anepedyBaja BCl 3BUHYBAUY€HHS 1 3asBJIsJIA, 110
JTOTPUMYBAJIACS OTOJIOMICHOTO «PEKUMY THII», JIKApHS JaBHO HE MpallfoBaia, a
npUMIIIeHHST OyJI0 OMOPHUM MTYHKTOM YKpaiHCHKOTO OaTanbilony «A30B». [IpoTte
BUJIaBEIlb Ta TOJIOBHUM penakTop mpoekTy «IlepeBipeno. Meniay s bep y cBoemy
PO3CIIiTyBaHHI 3p0OMB BUCHOBOK, 110 Y 3pOOJICHUX JI0 OOCTPIIY IMOBIIOMIICHHSIX
POCIHCHKOT BJIa Iy TPO PO3MIILICHHS HAIlIOHATICTUYHUX OaTaabHOHIB Y MOJOTOBUX
OyIMHKaX, HaBITh SIKIIO iM MOYHA JOBIPATH, 200 HE HA3UBAJIMCI HOMEPHU
MOJIOTOBUX OYJIMHKIB, 00 Ha3WBaBCs MMooroBuii OyauHok Ne 1, a He po3ooMOIeHe
nosiorose BimmaineHHs Jlikapai Ne 3. TBep/pkeHHS Mpo Te, 10 OAHA 1 Ta K BariTHa
Mapianna [linrypcbka BunmaBaiia ce0e 3a TBOX KEPTB pOCICHKOT0 OoMbap1yBaHHS,
HE BIJIMOBITAIOTh AIMCHOCTI, 110 MiATBEPIKY€EThCs 1 qaHuMu Bia Factcheck.org.[3]
Takum ynHOM, [11s1 bep 3poOKUB BUCHOBOK, IO TBEPAXKEHHS PO «IIOCTAHOBOYHI»
Ta «3PEKHUCOBAHI» KaJIpu OOCTPLTy HE BUTPUMYIOTh KOJIHOT KPUTUKH 1 TOYHO HE
BIIMOBIAaI0Th AiHicHOCTI. CBiil po30ip BiH MiCyMyBaB TakKUMU ciioBaMu: «I1oku 110
MU HE 3HAEMO TOYHO, XTO caMme 1 3BIKU 3A1HCHUB OOCTPLJI TTOJIOTOBOTO BIIIICHHS

aikapHi Ne3 Mapiynons».[3]



Pizanuna B byui

Pocilicbkka cTOpOoHa MOCHIJOBHO 3amepeuyBajia CBOIO MPUYETHICTH J0
MacoBUX BOMBCTB IIUBLIILHOTO HacesdeHHs B bydi a00 Ha3uBana cBiYeHHs] BOMBCTB
migpoOneHnMu, abo 3BMHYyBadyBajla B HUX YKPAiHChKY CTOPOHY, HE3BaKalOUM Ha
YUCJICHHI JOKa3W TOro, IO TUIa BOUTHX IMBUIBHUX 3'sBUMCA B bydi mig dgac
IPUCYTHOCTI POCIMCHKOTO BINCHKOBOTO KOHTHHIEHTY Ta CBITYEHHS CKOEHHS
BOMBCTB MUPHHUX JKHUTEJIB pociiickkumu BiicbkoBuMH. Bellingcat[4] Ta ixmi 3MI
JIWAIITA BUCHOBKY, III0 JIaH1 CTAaBJIATH IT1J1 CYMHIB 3asBU Pocii.

Tak, xo4a pociiickka CTOpOHa CTBEpPKyBaJia, 0 MPO TPYNH Ha BYJIHIISLX
Bydi He MOBiIOMIISUTH TIPOTATOM YOTHPHOX JTHIB (3 Bimxoay Biickk 3 byui 30 6epes3ns
no nepmux (ororpadiii TpymiB 3 KBITHS), HACMpaBll POCIMCHKI BiichbKa IIe
3JTUIIIAKCS Ha OKOJIUIIAX MicTa 0 1 KBITHS, TOTO K JHS B YKPAiHCHKUX TEJIeTpaM-
KaHaJ1ax 3'IBUJTUCS eI CBITIMHY 3 Miciis moaii. HaueOTo criocTepiratoThest pyxu
TPymiB Ha BiJeoJloKa3ax pizanHuHKM B bydl HacmpaBil MOSICHIOBAJIUCS
CIOTBOPEHHSIMH Y€pe3 KpaIUIl0 JOIly, IO CTIKaE Mo JOOOBOMY CKIy, a0o
CIIOTBOPEHHSAM KapTHUHKUA B J3€pKalli 3aJHHOTO BUAY. 3asBU MPO TE, IO TPYNH
HIOWUTO BUTJISJAIOTH HAATO «CBLKUMUIY, BIIKUHYJIHA CYAMEIEKCIIEPTH.

Hapermri, 3BuHyBadeHHs! YKPATHCHKUX BIWCHK Y BOUBCTBAX MUPHUX SKUTEIIIB
CIIPOCTOBYIOTHCSI THIM, 1110 TPYIH 3'SIBUITMCS JI0 BUXOY 3 MICTa POCIHCHKUX BIMCHK.

CrpaBXHICTh 4Yacy CYINyTHHKOBUX 3HIMKIB Maxar, 0oCmoproBaHOTO
npopociiicekumu 3MI, Oyno miarsepaxeno BBC.[5]

BucnoBku: IlincymMoByroun BHCIIOBJICHE, MOXHA CTBEP/KYBaTH, 110 B 1
epioJ 1HQOpMaliifHOi BIHHM BOPOr MOXE€ MAHIMYJIIOBAaTH CBIJOMICTIO IS
pO3CitOBaHHS MAHIKM Cepe]l MUPHOTO HACEJICHHS Ta MIEPEKOHAHHSI CBITOBUX JIiJIEPiB
y CBOiil MpaBoOTi, IO 3arpoXKye HalllOHAIbHINA Oe3nerni Ykpainu. Tomy HeoOxiaHa
aZiekBaTHa 1H(popMmarlliiina npoTUIis.

Hapa3zi Vkpaina Burpae mepeayciM y TOMy, IO 1l BIAjIOCs MiIBUIIUTH
p1BEHb MEI1arpaMOTHOCT1 HACEJIEHHS Ta CTBOPUTH BEJIMKOI KIIBKOCTI YKPaiHCHKOTO
KOHTEHTY JJi1 3aKOpAOHHMX apautopiii. Tomy VYkpaiHa Beae MaKCUMalIbHO

BIIKPUTY BIiHY, 11100 CBIT OaYUB MPaBLy.



Cnucok BUKOPUCTAHUX JIKePeJI:

1. Teopis 3mMoBu npo GionadopaTopii Ykpainu [ Enexkrponnuii pecypc]| —
Pexum JOCTYITy 110 pecypcey:
https://uk.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BE%D1%80%D1%96%
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%D1%80%D0%B0%D1%82%D0%BE%D1%80%D1%96%D1%97_ %D0%A3%
D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8

2. 3asBu P® mpo HIOUTO po3poOKy Olosoriunoi 30poi B YkpaiHi
[ EntexTpoHHMIA pecypc] — Pexxum JOCTYITy hi (o) pecypcey:
ua.interfax.com.ua/news/general/809091.html

3. Social Media Posts Misrepresent Victims of Hospital Bombed in
Mariupol [Enexkrponnmii pecypc] — Pexkum goctymy 10 pecypey:
https://www.factcheck.org/2022/03/social-media-posts-misrepresent-victims-of-
hospital-bombed-in-mariupol/

4, benminarker [Enexrponnuii pecypc] — Pexxum noctymy 1o pecypey:
https://uk.bellingcat.com/

5. BBC News Pycckas ciyx0a [ Enextponnmii pecypc| — Pexxum moctymy

10 pecypcey: https://www.bbc.com/russian
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